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What a difference a year makes.

Never before has the real estate, mortgage and settlement industry 
been under such close scrutiny. Individuals who commit mortgage  
and settlement fraud represent a statistically insignificant portion  
of our industry, and yet their crimes — often calculated in the tens  
and hundreds of millions of dollars — have caused disproportionate 
and unwarranted damage to our reputation. As a result, we face  
heavy pressure to make fundamental changes to the way we  
conduct our business. The demand for change is no longer  
on the horizon, it is upon us.

W. Edwards Deming stated: “Change will only occur when it can  
no longer be avoided.” We must become agents of change, and  
we must become so today, not tomorrow.

This year, it’s time to ask, and answer, a big question:  

How can our industry and my title agency 
demonstrate, with absolute transparency, 
to anyone who deserves to know, that we  
are securely handling the escrow funds  
entrusted to us?

In this report, you’re going to read about the issues, advances,  
and challenges facing us as we all attempt to answer that question...

...but if you are already looking for a transparent, industry-leading 
escrow solution that will withstand the closest scrutiny, align you 
with cutting-edge best practices, and at the same time offer you 
unprecedented control of your day-to-day escrow operations,  
look no further.

Absolute transparency, absolute control and absolute security.  
Combined.  

Daily escrow reconciliation, analysis, and reporting. Positive Pay.  
World-class cyber security. Seamless scalability. All at a fraction  
of what you’d pay any service attempting to do the same thing.

That’s the power of RynohLive®. We invite you to try us absolutely 
free for 30 days. RynohLive® has revolutionized escrow management 
in the settlement industry, and we want to do the same for you.

All the very best,

Richard M. Reass
President and Founder,
RynohLive®

Check us out at www.rynoh.com. Or contact Stephen Doyle 
(stephen.doyle@rynoh.com) with your questions, or to begin 
a 30-day free trial.  

 



RynohLive… The only fully automated escrow management system that ensures 
your settlement transactions are verified and absolutely secure.

Stop escrow fraud
dead in its tracks
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I ndustry members’ awareness of mortgage fraud has been 
heightened since the recession started in 2008. They have 
been drawn into litigation addressing mortgage fraud and 

other mishappenings in the real estate transaction significantly 
more often, being held to their role as the last line of defense. 

In this environment, it’s important to be aware of fraud schemes 
and stand  your ground when something doesn’t “feel” right. Andy 
Maloney, president of Nashville Title Insurance Corp., addressed 
these issues in a recent American Land Title Association Webinar, 
“Surefire ways to get sued (and how to avoid them).” 

THE CURRENT ENVIRONMENT
“Looking at today’s environment, we are dealing with short sales, 
foreclosures, Truth in Lending violations, HUD violations,” Maloney 
began. “We know how short sales can be so prickly out there and 
how you have to follow the short sale letter to the letter.” 

He noted that because of the way issues are addressed, the closing 
agent will always be contacted should a problem arise. 

“We are the last line of defense,” Maloney said. “We are the first 
person someone calls; we are always going to be involved in a 
lawsuit if someone screws up.” 

He gave an example of how law enforcement also has that mindset, 
providing a quote from the indictment of a title agent. 

“Title companies are in a position to stop fraud. They are supposed 
to protect lenders and property owners by making sure that the 
person seeking a loan on a property is the rightful owner,” he said, 
quoting U.S. Attorney Joyce White Vance.

Maloney said it is important to think about how to keep from 
getting caught in a potentially harmful situation, whether its 
mortgage fraud or just a lender wanting something on the 
settlement statement changed after closing because they don’t 
want to pay to fix the mistake. 

SCHEMES TO LOOK OUT FOR 

Maloney said mortgage fraud is one of the biggest areas where 
a title agent could get caught up in litigation, whether they 
participated knowingly or not. He identified several schemes and 
trends that agents should be aware of when conducting closings. 

They include:

•	 Illegal property flipping: This is where property is purchased, 
falsely appraised at a higher value, and then quickly sold. 
“What makes property flipping illegal is that the appraisal 
information is fraudulent. The schemes typically involve one 
or more of the following: fraudulent appraisals; falsified loan 
documentation; inflated buyer income; or kickbacks to buyers, 
investors, property/loan brokers, appraisers, and title company 
employees,” Maloney said 

•	Builder bailout/condo conversion: Maloney said that in this 
scheme, builders find buyers who obtain loans for the properties. 
The buyers then allow the properties to go into foreclosure. In 
a condo-conversion scheme, apartment complexes purchased 
by developers are converted into condos. In a declining market, 
they recruit straw buyers with cash-back incentives and inflate 
the value of the condos to obtain a larger sale price at closing. 
“In addition to failing to disclose the cash-back incentives to 
the lender, the straw buyers’ income and asset information are 
often inflated in order for them to qualify for properties that 
they otherwise would be ineligible or unqualified to purchase,” 
Maloney said. 

•	 Equity skimming: Maloney said this is where an investor uses 
a straw buyer to obtain a mortgage loan. After closing, the 
investor receives a quit claim deed to the property and rents it 
out until foreclosure takes place. 

•	 Silent second: This scheme involves the seller lending the buyer 
the downpayment through a second mortgage. “The primary 
lender believes the borrower has invested his own money in 
the down payment, when in fact, it is borrowed. The second 
mortgage may not be recorded to further conceal its status from 
the primary lender,” Maloney said.

•	 Commercial real estate fraud: “Owners of distressed commercial 
real estate obtain financing by creating bogus leases and using 
these fake leases to exaggerate the building’s profitability, 
thus inflating their appraisal values using the income method 
approach. These false leases and appraisals trick lenders into 
extending loans to the owner. As cash flows are restricted to 
the borrower, property repairs are neglected. By the time the 
commercial loans are in default, the lender is oftentimes left 
with dilapidated and unusable or difficult-to-rent commercial 
property. Many of the methods of committing mortgage fraud 
that are found in residential real estate are also present in 
commercial loan fraud,” Maloney said.

•	Air loans: This scheme involves obtaining a mortgage for a non-

PROTECTING YOUR COMPANY 
FROM THE ‘WEB OF LIES’
By Andrea Golby 
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existent property. Maloney said this fraud involves brokers who 
invent borrowers and properties, establish accounts for payment 
and maintain custodial accounts for escrows. “They may 
establish an office with a bank of telephones, each one used as 
the fake employer, appraiser, credit agency, etc., to fraudulently 
deceive creditors who attempt to verify information on loan 
applications,” Maloney said. 

CORPORATE IDENTITY 
PROTECTION 

Another new problem is corporate identity fraud. Maloney said 
that because a lot of companies’ private information  is on state 
secretaries of state websites, scammers will go in and steal that 
information. 

“Once they get the data, they get bank accounts, open escrow 
accounts and close loans,” he said. “They get the money into their 
account and they are gone.” 

He said the amount stolen could be in the hundreds of thousands, 
even millions of dollars. 

“That is why it is always good to have good software that you  
check daily on your bank reconciliation,” Maloney said. “Also,  
check your corporate identity with your state office. Make sure  
that they know that you are the registered agent.” 

Maloney said that he had a situation where someone was working 
with his company and said that Nashville Title Corp. wasn’t active. 
Maloney assured the person that it was active, but checked the 
secretary of state’s website and found that the secretary of state’s 
office had applied his renewal to the wrong company. 

“Ever since then, I check periodically to make sure I’m still the 
registered agent on it,” he said. 

Maloney noted that the service is usually free and can be 
checked online. 

“Just like you would check your credit report, check  
your corporate identity, make sure your registered 
agent is the same, the mail is going to your address 
and see what is going on there,” he said, noting you 
should check it as often as you check your credit 
report, a few times a year. 

ASKING THE RIGHT 
QUESTIONS 

Maloney said one of the best ways to ensure nothing 
fraudulent is going on at closing is to ask questions  

of the parties. 

“I try to make my closings a conversation,” he said. “I’m a native 
of Middleton, Tenn., so I like to know why people are moving here, 
where they grew up. “If you sit there talking, people get relaxed 
and comfortable with you and they can give you hits if the things 
are true. 

“Especially if you get to the document saying this is going to be 
your primary residence,” Maloney continued. “Look them in the 
eye, see what their reaction is. Be alert to body language, the way 
people act, if they look over to the Realtor or mortgage lender.” 

Maloney said a good ice breaker he has used is looking at the social 
security number and recognizing what area of the country it’s from. 
Then mention something about it, such as, “I see you grew up in 
the Midwest.” It gets the conversation started  and lets them know 
you are keenly aware of what is going on in the transaction and not 
to try to fool you. 

“So it’s all about reading people, getting to know them and 
training your staff to do it,” he said. “If you are the president of the 
company or the attorney in the office, it’s going to fall on you, so 
make sure your staff is properly trained to look for these red flags.” 
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P ressing forward in its efforts to address a wide range of 
criminal risks, particularly in the residential real estate 
market, the Financial Crimes Enforcement Network  

(FinCEN) released its first targeted study analyzing reports  
indicating suspicious activities involving the real estate title  
and escrow industry. 

The study identified thousands of instances where financial 
institutions, particularly banks and Money Services Businesses 
(MSBs), filed suspicious activity reports (SARs) involving title and 
escrow companies, often in connection with mortgage fraud. FinCEN 
does not currently require title and escrow companies themselves to 
file SARs, but many have reported suspicious activities by annotating 
the Report of Cash Payments Over $10,000 Received in a Trade or 
Business (FinCEN Form 8300) that they are required to file. 

“This first baseline study will help inform our ongoing efforts to 
identify regulatory gaps that criminals look to take advantage of,” 
said FinCEN Director James Freis Jr. “We can now more efficiently 
and effectively address those gaps and mitigate those risks through 
public awareness, support to law enforcement, or appropriate 
regulatory action.” 

The study presents a range of typologies where title and escrow 
companies appear to have been abused by money launderers, as well 
as a number of cases where the companies, or criminals fraudulently 
representing themselves as legitimate companies, were suspected 
of being involved in facilitating illegal activity. This comprehensive 
review provides greater context to understand the individual 
instances previously identified by FinCEN in its studies of mortgage 
fraud and money laundering in the real estate industries, as well as 
in supporting criminal investigations and prosecutions that involved 
title and/or escrow companies. 

According to the report, depository institutions filed nearly 11,800 
SARs, most commonly reporting mortgage loan fraud as the type of 
suspicious activity involving title and escrow-related subjects. MSBs 
filed more than 10,000 SAR-MSBs relating to title or escrow. They 
most commonly reported structuring. 

In addition, between 2003 and 2011, real estate title and escrow-
related businesses filed more than 1,000 reports of suspicious 
activity, primarily using Form 8300, with box 1b checked to indicate 
a suspicious transaction. These businesses filed 1,030 reports of cash 
transactions over $10,000 using Form 8300. Fifteen distinct real 
estate title and escrow businesses also filed 11 SAR-MSBs and 18 
SARs, the report stated. 

“FinCEN’s analysis of the reports of suspicious activity involving real 
estate title and escrow-related businesses and individuals revealed 
several notable patterns. The industry was the subject of almost 
22,000 SARs and SAR-MSBs during the review period. The ratio of 
these reports filed on the industry (which are mandatory) to those 
filed by the industry (which are voluntary) was about 750:1,” the 
report stated. 

Filings by title and escrow-related businesses reported more than 
$43 million in total cash received during the study period, with the 
greatest number of filings occurring in 2005, as well as the highest 
total amounts recorded in any year of the study. SARs filed on the 
industry during that period reported more than $41 billion, with 29.4 
percent reported in 2008, the report stated. 

“FinCEN’s analysis showed significant trends in suspicious activity 
characterizations,” the report stated. “For example, SARs filed 
on the real estate title and escrow-related industry characterized 
mortgage loan fraud as the most reported activity, followed by 
false statements and BSA/structuring/money laundering. More 
than 93 percent of the false statement characterizations coincided 
with reporting of mortgage loan fraud. Nine of the 18 SARs filed by 
real estate title and escrow-related businesses described mortgage 
loan fraud as at least one of the reasons for filing the report. More 
than 53 percent of the 1,030 Form 8300 filings marked suspicious 
and made by real estate title and escrow-related businesses 
involved the purchase of real property. By comparison, two-thirds 
of the nine suspicious Form 8300s filed on the real estate title and 
escrow-related industry involved the purchase of personal property. 
SAR-MSBs filed on real estate title and escrow-related firms 
overwhelmingly (over 96 percent) listed structuring as at least one 
of the activity characterizations. Information from this analysis will 
serve as a baseline to help guide future in-depth analysis and shape 
potential regulatory action, including rulemaking by FinCEN, or 
action by other agencies overseeing the industry.” 

FinCEN has engaged with law enforcement, as well as federal and 
state regulators (in particular those with some oversight of title and 
escrow companies), to better understand the criminal risks as well as 
possible opportunities to mitigate them. 

FINCEN RELEASES FIRST  
REPORT ON TITLE INDUSTRY 
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I n the October release of the Financial Crimes Enforcement 
Network’s (FinCEN) Mortgage Loan Fraud (MLF) update, it 
noted that while Suspicious Activity Report (SAR) filings were 

down in general in the mortgage arena, foreclosure rescue scams 
SAR reports are on the rise.

In 2012 Q2, filers submitted 17,476 Mortgage Loan Fraud SARs 
(MLF SARs), a 41 percent decrease over the previous year. The total 
number of all SARs filed in 2012 Q2 increased by 9 percent. Eight 
percent of all SARs filed in 2012 Q2 indicated MLF as an activity 
characterization, down from 15 percent in the year ago Q2.

FinCEN reported an unusual spike in ML F SAR filings during 2011 
Q1 through Q3, primarily due to mortgage repurchase demands on 
banks. Those repurchase demands prompted review of mortgage 
loan origination and refinancing documents, where filers discovered 
fraud, which was then reported on SARs. 

During 2012 Q2, FinCEN received 1,325 MLF SARs containing the 
term “foreclosure rescue” in the narrative part of the form, or eight 
percent of the total 17,476 MLF SAR reports it received during the 
quarter. Foreclosure rescue SAR filings continued to grow in the first 
half of 2012, even as the total number of MLF SARs declined.

If the current pace of foreclosure rescue SAR reporting continues 
through 2012 Q3 and Q4, the total for 2012 will far exceed the total 
for 2011, FinCEN said in its report.

“A number of factors may be influencing this upward SAR filing 
trend,” it said. “FinCEN’s June 2010 advisory and report on loan 
modification and foreclosure rescue scams provided industry and 
our law enforcement and regulatory agency partners with valuable 
information and analysis on the topic. Reports, bulletins, and 
guidance by the Departments of Treasury, Justice, and Housing 
and Urban Development also likely increased awareness of the 
scams. A number of well-publicized government investigations and 
enforcement actions underscored the importance of preventing and 
reporting these scams.”

Another factor driving the increase in foreclosure rescue related 
SARs may be the real estate market itself, the agency said. Given 
some recent trends in the residential housing markets (e.g., 
underwater mortgages, lower turnover of existing homes, and less 
new home construction) there may simply be more opportunity 
for fraudsters to develop schemes related to existing mortgages in 
distress, as opposed to schemes related to new loan origination.

Foreclosure rescue 
SAR filings continue 
to be tracked closely 
by Federal and state 
law enforcement and 
regulatory agencies, 
as these SARs provide 
insight into crime trends, 
as well as leads for the 
initiation and support 
of investigations and 
enforcement efforts. 
Foreclosure rescue and 
similar schemes were 
a key focus of recent 
mortgage fraud summits 
held by the Financial 
Fraud Enforcement 
Task Force (FFETF) in 
which FinCEN actively 
participated.

*Filings reported for the first two quarters of 2012 totaled 35,127, on pace to match 2010’s 70,000+ SAR reports filed.

MORTGAGE LOAN FRAUD SAR FILINGS: 2006 – 2012
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N o one wants to think the worst about a trusted employee 
they’ve brought up in the company. The reality is, 
however, that agency owners need to know the reasons 

people embezzle and establish policies and procedures to deter 
employees from stealing. During a presentation at the Ohio Land 
Title Association, R. Gregory Litster, president and chief executive 
officer of SAFEChecks and an associate of Frank W. Abagnale and 
Associates, shared his knowledge on the topic.

He started the presentation by noting that 11,000 people were 
arrested in 2010, from a variety of industries including financial 
services, healthcare, government and nonprofits. He said when you 
compare private versus publicly owned companies, privately owned 
companies are hit a greater percentage of the time. 

“The least able to afford it, they are the guys that get hit the most,” 
Litster said. “And when we talk about median loss by number 
of employees, once again it’s the smaller companies, where the 
owners trust all these employees explicitly, they just get cleaned.” 

Litster noted that embezzlement happens when the “fraud 
triangle” is present. This happens when the embezzler has motive, 
opportunity and the ability to rationalize their decision to steal, 
as well as a lack of effective controls to dissuade them from 
embezzling. 

There are many reasons Litster said people embezzle. They 
embezzle because: 

•	 They have a false sense of entitlement; 

•	 They have financial need; 

•	 They want to keep up a lavish lifestyle; 

•	 They have a gambling issue; 

•	 They have a shopping addiction; 

•	 They struggle with substance abuse; 

•	 They are supporting a personal business; or

•	 They are supporting a significant other.

Litster said there is no single set of characteristics that indicate a 
person is going to embezzle, however, there are warning signs. For 
instance, the person must: hold a position of confidence within the 
organization; be able to recognize an opportunity for fraud; and 
possess the technical skills necessary for theft. 

There are also several red flags that may indicate an employee has 
begun to embezzle from the company. They include: 

•	Having an extravagant lifestyle that seems incongruent with 
employee compensation. He said the first major purchase is 
usually a new vehicle, but could also include home renovations, 
boats, second homes and exotic vacations; 

•	Unusual behavior of key employees, such as depression or mood 
swings; 

•	Reluctance of the employee to take vacations; and 

•	Discomfort or unease when another employee must fill in for them. 

Litster said there are various kinds of schemes. The most common 
scheme he discussed was the unauthorized check or unauthorized 
wire transfers. 

The next embezzlement scheme he discussed was the fictitious 
billing scheme, where the embezzler creates a shell company, 
enters it into the pass protect file and makes invoices for payment. 

Another scheme Litster talked about was check tampering. This 
is where the employee steals a blank check or voids a pre-printed 
check and uses it later to make the check payable to an accomplice 
or themselves. 

Litster shared several embezzlement prevention tools and 
strategies. The first is establishing a tip hotline that is accessible 
by employees, vendors, customers and outsiders. He said this is 
the most effective tool to detect embezzlement. He gave statistics 
showing that companies who had hotlines set up discovered fraud 
via tip 47 percent of the time, versus having fraud discovered via 
tip 33 percent of the time when a hotline is not in place. Litster also 
noted that 49 percent of the time, tips come from employees. He 
suggested hotlines be anonymous and rewards should be provided 
for tipsters when the tip turns into something. 

He also said it is important to have a separation of duties, as well as 
surprise audits.

“You cannot have the same person doing all these duties,” Litster 
said. “You cannot do it. It is a formula for fraud for sure.”  

He told owners to review bank statements and check images. 
Litster also said owners should review income statements and 
balance sheets, making sure they are current every month. 
Specifically, owners should examine accounts payable/receivable 
for credit memos. The bank reconciliation should be performed by 
someone other than the in-house bookkeeper. Litster told bankers 
in the audience to teach title agency owners how to access online 
banking to view the check images. 

FACE OF AN EMBEZZLER
By Andrea Golby 

8



“You need to be able to go online and look at your checks on a 
regular basis,” Litster said. “You need to go online and comment to 
your accounting area about the check you saw online, so you are 
telling them that you are actually looking.” 

Before beginning to write checks to a new vendor, that vendor 
needs to be vetted by a secondary person, Litster said. 

In addition, Litster suggested agency owners establish support 
systems and other resources to help employees with addiction 
and emotional and mental issues. He recommended they increase 
defalcation insurance coverage and add cybercrime and check 
fraud insurance to that policy. 

Litster shared several examples to underline the importance 

of putting these controls in place. In one of those examples, a 
company employee stole $2.4 million over a six-year period. 
The company was able to collect $700,000 from the woman, 
including by selling her house, motorcycle, boat, clothes, and used 
the money to sue the bank. The bank won the law suit and the 
company was left with nothing because Section 345 of the Uniform 
Commercial Code makes the actions of the employee a liability on 
the company, not the bank. 

In addition, he said there is something called the repeater rule that 
states that if a fraudulent act shows up on your bank statement 
and you do not report it to the bank, and the next bank statement 
comes, the bank has no liability after that first time because they 
gave you notice of what was happening in your account and you 
failed to notify them of suspicious activity. 

W hile the sudden eruption of the title agent vetting 
controversy brought attention to third-party vetting 
companies and made for compelling conversation, it all 

missed the larger point: Escrow funds need better protection. This 
isn’t to say third-party vetting won’t stick around or become a part 
of the process, at least for some lenders, but it is to say background 
checks are more about checking a compliance box than they are 
about protecting the parties to a transaction. The real concern in 
the market is defalcation and reducing escrow security risk. 

Vetting can paint a certain picture, but a vetted agent can still steal 
or get hit from a cyber attack. Just ask underwriters — underwriters 
are in charge of risk management and many of them vet, perform 
background checks, credit checks, review reconciliation policies, 
etc. And they still get hit for big claims and defalcations.  

“I think the good agents are being tainted by the bad ones, but 
I think the regulatory environment and oversight that’s going 
to be required of lenders and from lenders will force [agents] 
to have more sophisticated banking activities,” said Pritam 
Advani, chief executive officer of PCN Network Closings. The 
most significant contribution the third-party vetting controversy 
might offer the title industry is a rousing to action to address other 
issues within the industry. The need for stricter standards and 
protocols in escrow security was always there, but the impetus for 
change wasn’t, necessarily. With each new defalcation, and with 
each smaller underwriter that was put out of business, lending 

customers took notice. With escrow security as the underlying 
concern of all parties, title agents should consider the tools, 
systems or operational changes that sufficiently reduce the 
risks inherent in maintaining an escrow account and disbursing 
funds. Many of these tools are now starting to trend to central 
disbursements.   

The most common tool in the title agent tool belt for managing 
their own escrow account is RynohLive, but as its president and 
founder Dick Reass noted, in the first version of the software, 
a title owner can work around the system if so motivated and 
keep unlawful behavior in separate books. That’s why the original 
patent Reass filed seven years ago included another level of 
security and assurance. That patent is now set and that program — 
RynohSettlement — is ready to make its debut.   

Reass said RynohSettlement will go one step beyond monitoring 
to, as the name suggests, handle the settlement. The key for this 
next level of security for Rynoh is an integrated portal with Online 
Resources (ORCC.com), a publicly traded bill payment and money 
moving organization that has relationships with more than 8,000 
banks. Rynoh is still in beta testing, but the point is to allow the 
agent the power to do centralized disbursements and implement 
banking controls often too cumbersome for smaller shops.   

“With RynohLive, agents know when the check is cleared or the 
wire is gone, but who is looking to see which account it has gone 

CENTRALIZED DISBURSEMENTS: 
INDUSTRY SOLUTIONS TO  
REDUCE ESCROW ACCOUNT RISK
By Chris Crowell 
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into?” Reass said. “With RynohSettlement, we will have captured 
the payoff statement that has all the payoff information. When 
the agent goes to make a payoff, we’ll know where the payoff is 
supposed to be directed. They can’t wire the money to their own 
bank account; our system won’t let them do that. In short, we’re 
going to make sure the money goes where it’s supposed to go, and 
we’ll also be grabbing the HUD-1 to make sure the disbursement is 
the way it’s supposed to be and exchanged with who is supposed to 
be getting the money.”  

RynohSettlement also ties the valid Closing Protection Letter (CPL) 
number from the underwriter to an opened settlement file. It will keep 
track of the issued CPLs to ensure that there is a settlement file for 
each — no settlement file indicates a hidden bank account and is a 
huge red flag.   

“Not only do you tie the CPL to a file, but the underwriter will 
now also know when the loan associated with that CPL has been 
funded, and their liability for that CPL has been incurred,” Reass 
said. “That’s the big underwriter question: What’s my revenue?  
Today, they can determine that an agent drew X number of CPLs 
but only paid on so many. With RynohSettlement, they’ll know 
when the CPL and the file has closed, they’ll see the premium was 
collected, what the split was, and RynohSettlement can pay the 
underwriter right away.”  

Transparency in the funding and payoffs of a transaction — where 
all of the money is — carries much more value for the title industry 
and its clients than any vetting process, especially with whispers 
floating around that national lenders are looking for better control 
over the funds. Sure, the closing protection letter goes a long way 
to lessen that risk, but CPLs will still involve the filing of claims and 
quite possibly court rooms to recoup. Further, the CPL typically only 
protects the lender’s money and not the consumer’s.   

“The most secure way to protect against defalcation is to have 
a professionally managed, independent escrow because that 
independence creates a third party with proper controls,” Advani 
said. “Also, the title agent is now watching that third party because 
the agent has no money involved. It is just making customers 
satisfied. It creates an automatic audit system in the universe.”  

Advani feels strongly about this because that’s the PCN model. 
Attorneys and agents in its network do everything in the normal 
course of business, except they send the settlement statement 
to PCN, which then handles and audits the disbursement process 
and receives the wire directly from the lender. It centralizes the 
escrow account and disbursement function for all of the agents 
and attorneys in its network. The agent or attorney never touches 
the money throughout the process, and the company has built a 
comprehensive set of proprietary rules and banking best practices 
in order to protect the funds. PCN also has specific rules to 
regularly vet its closers.   

PCN has many multi-state agents and vendor managers up and 
running within its escrow management services. The company 
handles a significant volume of transactions each month, with 
much of its business coming from attorney closings in Delaware, 
South Carolina and Georgia, and the company is anticipating 
increased activity and interest from around the industry in 2013.  

“Our belief is that title insurance agents were not designed to 
become escrow management companies,” Advani said. “These 
guys are good at title searches and title insurance but not 
necessarily good accountants. We have 25 people dedicated to 
doing nothing other than managing escrow. We have the right 
checks and balances internally. For example, we have people that 
do nothing but reconcile bank accounts; they don’t issue checks, 
can’t access accounts, can’t initiate transactions.”  

No one is aware of defalcation risks more than Jonathan Yasko, 
now managing member of Entrust Solutions, but formerly the 
vice president of the risk management division for Southern Title 
Insurance Corp (STIC). He knows the effort STIC put into auditing 
its agent base, and despite all of their best efforts, a scheme from 
an agent canceled three years prior slipped through the cracks and 
forced the company to stop issuing new policies.  

The experience helped inform Yasko’s work at Entrust, which 
started as a third-party reconciliation company.  The Nexus 
Program, which Yasko describes as a new version of the “binder 
program” that STIC had while he was there, is a program that 
gives smaller producing agents the ability to close deals and 
issue policies even if they do not meet minimum remittance 
requirements.   

“Every underwriter has a cost associated with doing business with 
their agents,” Yasko said. “No matter how you look at it, from the 
underwriting support to web development to paper products, to 
issuing policies to auditing, there’s a cost to doing business.”  

That estimate could range from about $5,000 to $10,000 per agent. 
If an agent doesn’t provide enough revenue through remittances 
to balance out the fixed cost of being an agent, it doesn’t make 
business sense for that underwriter to maintain the relationship. 
This is where the binder program came in — instead of agents 
being canceled, they would continue to do the title work, but then 
the underwriter would issue the commitments and final policy. A 
70/30 agent split then moves to a 50/50 or even a 40/60, potentially.   

“You are splitting the core title services, and it’s a way for them to 
help their agencies out,” Yasko said.   

The Nexus Program works on that premise but has been updated 
to handle the funds as well. Entrust is currently working with four 
underwriters — Security Title Guarantee of Baltimore, Old Republic, 
First American and WFG National. If one of them has a remittance 
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threshold of $10,000 and an agent or attorney is only remitting $5,000, 
that agent can then be rolled into the Nexus Program where they split 
the core title services with Entrust, which then acts as a super-agent. 
Entrust and the agent then split their end of the traditional agency 
split. The company is licensed in Tennessee, Alabama, Georgia and 
Florida.  

“For the most part [depending on the state], we are the ones who 
issue the commitment, secure the closing protection letter and the 
ones who actually control the disbursements because the money 
comes into our escrow account. We are the ones who issue the final 
policy,” Yasko said. “If you have a $15,000 minimum and have three 
$10,000 agents, instead of losing those three agents, they roll into us 
and now they have one $30,000 agent they don’t have to worry about 
auditing in three different places.”  

Other than not meeting remittance requirements, an attorney or agent 
might look into the Nexus Program because of specific flags that pop 
up in the course of regular vetting. Maybe an applying agent does have 
a credit issue right now — should that agent be banned from doing title 
work, or would an arrangement with this type of program reduce that 
risk and allow agent and underwriter to work together?   

While the Nexus Program was designed for that smaller agent or 
attorney, a larger law firm recently approached them about signing 
up. That firm said it had problems with its closers making late payoffs 
and had seen its trust account come up short a couple times. The 
principles needed to fund their account several times to make up for 
the shortfall. The firm did the math and realized that moving under 
the Nexus umbrella and removing that trust account headache made 
financial sense long term.  

Just in the last couple months, RynohLive helped two agents detect 
a wire error totaling $3 million and also stopped an illegal ACH to 
Russia — three more news stories that might have otherwise hit the 
newspaper and reflected more bad light on the title industry.  

A three-man shop that was doing commercial deals was told by 
lenders and underwriters that its funds needed to be handled by a 
more secure entity. Working with PCN provided the opportunity to 
keep that business and reduce the risk for all parties.   

There are a variety of reasons an agent or underwriter may or may 
not be into any of these arrangements, but each of them illustrate 
the type of problem-solving taking place in the industry to address 
the growing unease about the handling of funds. The industry could 
benefit from worrying less about vetting companies and concentrating 
more on fostering best practices, taking all the steps necessary to 
protect the transaction and then showing it to customers and clients. 
Recognize the risk on the table and work to take it off.  

Questions? Comments? Contact Chris Crowell at  
ccrowell@octoberresearch.com.
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BEST PRACTICES FROM A 
REGIONAL UNDERWRITER
Regional underwriter Alliant National Title 
Insurance Co. (ANTIC) has been proactive in 
working with its agents to adhere to a set of 
best practices in escrow account management. 
Here are its seven main guidelines:  

1. A dedicated computer for online banking. This means  

 nothing else happens on the computer other than banking.  

 Recommended additions include biometric access to replace  

 keyed passwords and IronKey for encrypted communication  

 between the dedicated computer and the bank portal.  

2. Daily three-way account reconciliation and established  

 procedures for follow up on outstanding items and require  

 positive pay. ANTIC recommends RynohLive for this.   

3. Robust escrow account internal controls, which   

 include: dual authorizations for outgoing wire transfers;  

 validated acceptance of incoming funds; segregation of  

 duties; management review of voided check reports; and  

 strict internal policy limiting who accesses online banking. 

4. Banking relationship provisions. One example: establish  

 a zero-balance account for all incoming funds, or a “clearing  

 account.” Structure the account to have deposits   

 immediately moved into your escrow account and specify  

 that the account cannot be used for disbursements of any  

 type, at any time.   

5. Implement a procedure to rotate tasks of authorizations  

 among qualified staff and assures those employees take the  

 time off provided (vacation and personal days).   

6. Annual background checks on anyone directing   

 disbursements and all signers on escrow and corporate  

 accounts   

7. Escrow security bond coverage to cover the theft by  

 third parties or employees, minimum of $500,000.   

 ANTIC recommends the bond at greater of three times your  

 average daily balance or 1.5 times your peak daily balance,  

 and recommends AMCAP Insurance. 



D uring the last few years, the title industry, its customers 
and regulators have been attempting to find a way to curb 
the increasingly visible problem of defalcation. One of 

the solutions that has been presented is the proliferation of closing 
protection letters (CPL). States have latched onto this solution, putting 
forth legislation to oversee and extend the use of this protection.

This has been increasingly 
noticeable in certain states, 
such as Illinois, which had a 
major change in their closing 
protection statutes a few 
year ago, and just last month 
as South Carolina passed 
legislation that set forth 
procedures for underwriters to 
file rates for closing protection 
letters. 

But are CPLs a silver bullet, 
solving the defalcation 
problem? 

During a discussion of solutions 
to the defalcation problem at the 
National Settlement Services and 
Compliance Summit in Cleveland, 
panel members discussed the 
effectiveness of CPLs, especially in putting 
lenders at ease. 

Charles Cain, senior vice president, agency 
manager for the Midwest region at WFG National 
Title, pointed out that lender is a broad term, and that while 
the big mortgage houses are looking for CPLs, local lenders are 
not quite as apt to seek CPLs, either because they have a close 
relationship with the title agent they are working with, or because 
by foregoing the CPL, they have a price advantage over there 
competitors. 

“From that standpoint, I think the CPL is incredibly 
misunderstood,” Cain said. “Title insurance companies do title 
insurance, the issuance of the CPL [is] a furtherance of the issuance 
of title insurance.” 

He gave an example of an agent in Ohio that had a large 
defalcation, but half the money that was gone was from 
transactions that were assured by an attorney opinion. Cain said 

the underwriter who was involved took a long time to do the 
forensics to decide what money the underwriter was actually 
responsible for, and what losses really weren’t its problem  
because it wasn’t covered by a CPL. 

Cain also noted that he gets requests all the time to add parties 
to those covered by CPLs, with the parties feeling more secure 

because they are named on  
the CPL. 

“But CPLs are not a silver 
bullet,” he said. “I’ve heard 
lender’s counsel say over  
and over again, ‘Great, I  
have a CPL. I still have to  
hire outside counsel and  
work with the underwriter; 
we have to quite often reach 
a settlement depending on 
the size of the defalcation.’ It’s 

not like [once a] CPL is issued, 
the underwriter is going to mail 

[the lender] a check. There are 
discussions and there is time that 

is lost and there are dollars that 
are outlaid that the lenders will  

look to get back.”

Pritam Advani, president and chief 
executive officer, PCN Network, tried to 

put himself in the shoes of the lender. 

“If I was a lender, I would be taking an approach 
that I want clarity in my CPL,” he said. “I don’t want to 

have to sue you and spend all these legal fees to figure out who 
is responsible. I’m going to force you into a model where this is 
clearly your responsibility. This is your agent. If I have a problem, 
you need to address it.” 

Dick Reass, owner of Reliant Title and founder of Seguin Systems, 
pointed out another concern about CPLs, especially in light of the 
defalcation problem, the fact that these letters are easily forged. 
He noted that not only are individual identities being stolen, but 
corporate identities as well. 

“Then the underwriter is presented with a CPL and they [explain] … 
that is not a valid agent,” Reass said. “Then the question is, is the 
underwriter still on the hook because they didn’t have adequate 

CPLs, THE ANSWER TO THE 
DEFALCATION PROBLEM? 
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“I think everybody understands that crooks want money. 
Crooks love money, love stealing money. They don’t 
want to work for money; they want to go after your 

hard-earned money. So it’s no surprise that criminals know what  
is in your escrow and trust account.” 

This is how Jonathan Yasko, managing member of Entrust 
Solutions, began a recent webinar on mortgage fraud, adding 
that not only do thieves know what is in a title company’s escrow 
account, but they also know how the money ebbs and flows in that 
account. He then explained some ways for agents to protect their 
accounts from theft. 

EVOLUTION OF FRAUD
Yasko began by noting that escrow theft has been around a long 
time and began with the basic check fraud scheme, which involved 
the thief somehow getting access to a company’s checks and using 
them.

This ruse got more sophisticated in some areas of the country, 
such as  South Florida, where the schemer would call title agencies 
asking for verification on checks he or she needed to cash. The 
schemer would take that information and duplicate the checks, 
going to different types of grocery stores to cash the checks. 

“It started from that and moved on to more complex schemes,” 
Yasko said before explaining that one of the easiest ways to steal 
money is by wiring instructions. 

“It’s very simple,” he said. “I can take anybody’s information and 
go initiate a wire on someone’s escrow and trust account by ACH 
debit. It’s simple to do. But, people started catching on to that and 
the fraud schemes got even more complex.” 

One of those schemes is called a Canadian fraud scheme, Yasko 
said. In this scenario, a Realtor would connect a purported 
borrower with the title agent. The borrower says they have a 
property picked out and will be sending a cashier’s check via FedEx. 
The agent deposits the check, drawn on a Canadian bank. The 
next day the borrower informs the agent that they have identified 
another property and will be transferring the sale to another title 
company, asking the agent to wire the money directly to the 
borrower. The agent discovers the check was no good, but now the 
wired funds are gone and there is no good recourse for getting the 
money back. 

Another scheme involves the ability to deposit checks from smart 
phones. The perpetrator is handed the check, steps out and takes a 
picture of the check to deposit it, goes back into the office and ask 
the agent to wire the money directly to the bank. The agent obliges 
in the name of good customer service, then discovers that the 
money has been deposited into the schemer’s account twice. 

“As we progress in this technology age, more and more 
applications will come out to make lives easier, and of course will 
make the lives of title and settlement agents more difficult,” Yasko 
said. 

WORKING WITH THE BANK
Yasko said it is important to know your bank and have a good 
relationship with it. 

“Banks are becoming aware of what is going on,” Yasko said. 
“Banks understand crime and fraud are going to happen, so be 
aware that your banks are aware and you can work together. 
A banking relationship with whoever your bank is just that, a 
relationship. The bottom line is, they need you and you need them. 
So if you have a mutual understanding and a mutual goal to work 
together to help protect yourself and the bank, it’s only going to 
benefit you.” 

He did note, however, that banks are not always right, and that it’s 
important to realize that while banks assess and charge different 
fees for having a bank account, they make their money by loaning 
against the money in your account. 

Yasko then discussed the Expedited Funds Availability Act, which 
was designed to standardize the hold periods banks could place on 
deposits before they can be considered good funds. 

“Keep in mind, a bank has the ability to hold certain deposits up 
to 21 days, depending on some different limits and availability,” 
he said. “So you could have a deposit that you may not have for 
up to 21 days and you just cut a check that within hours clears 
your account. So again, as we have these large escrow and trust 
accounts, keep in mind that just because you have a deposit, there 
still could be problems with that.” 

Yasko said it was also important to know your bank statement. 
He said under the UCC, every single bank is required to put, either 
on the back side of the first page or the last page, some really 
important information about what to do if you discover fraud. 

ESCROW THEFT: TOOLS TO  
PROTECT YOUR BUSINESS
By Chris Crowell  

13



Among other things, it will provide a timeframe in which you must 
report a fraud. That time frame, typically 30 days, is from the date 
of the last statement.

“So when that month closes out, you may not get your bank 
statement until the sixth or seventh of the month,” Yasko said. 
“Those days are part of the 30 days, so the clock is ticking.” 

GOOD TOOLS
There are several tools that can be used to help agents have control 
over their bank accounts and ensure fraud does not occur, and if it 
does, to catch it quickly. The first one Yasko mentioned, is utilizing 
wires. 

“It’s extremely important that you take the time to make sure the 
funds are in your account. The days of accepting cashier’s checks 
as good funds are behind us. Wire as many funds as you can. Even 
if there is a fee associated with it, I’d much rather pay a $10 or 
$15 dollar wire fee than I would $100,000 that has left my bank 
account.” 

He said if someone presents a cashier’s check, it is best to go 
back to the bank and ask the bank to wire the funds over. If an 
agent chooses to accept a cashier’s check, Yasko recommends not 
accepting a cashier’s check for more than $500, or “the amount of 
which you are comfortable that you could put money back into the 
escrow account personally if the check was to bounce.” 

Yasko also said it is important to initiate ACH blocks on escrow and 
trust accounts. An ACH debit is where an entity is auto-debiting an 
account using specific information, such as the account number 
and the routing number. He said the ACH block should be a free 
service and one that should be taken advantage of because no one 
should ever ACH debit your escrow account. 

“You can contact the bank and say, ‘This is an escrow account, 
these are third party funds, I’m the fiduciary involved,’” Yasko said. 
“They have the ability to put an ACH block to stop people auto 
debiting from your account.” 

Another tool that Yasko said agents should utilize is positive pay. 
He said there are three versions of positive pay. The first is where 
the bank presents you with a list of transfers, which you have to 
accept or decline within a certain time frame. If you don’t give the 
bank any information, they will assume the checks are good and 
complete the transfers. 

In the next version, accounting software sends the bank an 
electronic submission of information regarding the check numbers, 
the amounts and the dates. Yasko said the problem with that is not 
having the payee name on the information. 

The third version is called payee name recognition positive pay. It is 

similar to the second version, except it brings the payee name into 
it. Yasko said that is the best tool to help prevent check fraud. 
He said it is also important to utilize escrow and trust account 
reconciliation as a guide. 

“Don’t just do it because you have to; do it because this is a tool  
to tell you how the life of your business is actually progressing,” 
Yasko said. 
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TIPS TO PROTECT YOUR 
ACCOUNTS FROM FRAUD 
During a recent webinar, Jonathan Yasko, 
managing member of Entrust Solutions, 
provided several tips for protecting your 
escrow account from theft: 

• If you have any mortgage payoffs or lienable 
items, make  sure you don’t have those  
checks left; 

• Attorneys who do a significant amount of real 
estate settlement work should consider having 
separate real estate trust accounts. “Auditing  
will now start happening over and over again 
and if you have real estate and non-real estate 
matters comingled together, I’m here to tell you 
that underwriters are going to want to look at  
that trust account, so keep a separate real  
estate trust account,” Yasko said; 

• Segregate duties and limit access to who  
can make deposits, write checks, etc; 

• Utilize dual signatures for checks, if possible; 

• Conduct terrorist name searches. Yasko said  
this is something required by the Department  
of Homeland Security; and 

• If you are voiding checks, cut out the signature 
line and make sure the physical check is voided 
and that the void is recorded in the system.



W ords like cyber fraud, identity theft and malware are all 
fairly familiar to the average American consumer these 
days. As the threat of getting your personal information 

stolen via the Internet has become well known, people have taken 
steps to protect themselves when surfing the Web, or even sending a 
text message. 

The awareness level is not the same for escrow businesses, which 
handle hundreds of thousands of dollars at a time and are becoming 
increasingly targeted by cyber thieves. 

“The director of the FBI for cyber fraud always starts [his talks] by 
saying,’If I told you that you had a bomb in your house, would you 
get out? But, if I told you it was a “cyber” bomb in your computer, 
you probably wouldn’t do anything because you wouldn’t realize  
[the immediate danger],” said Dick Reass, president and founder 
of RyhnoLive. 

The results can be devastating for the company. 

During a presentation at the Ohio Land Title Association Annual 
Convention, R. Gregory Litster, president and chief executive 
officer of SAFEChecks and an associate of Frank W. Abagnale and 
Associates, shared the story of a company whose chief financial 
officer received a phishing email. The company’s bank account was 
used to send wires totaling $5.2 million dollars. The company lost a 
total of $560,000. The bank did nothing to make the company whole, 
and the company’s president sued for operating in bad faith. The 
company won the lawsuit and got the money back, but spent well 
over $300,000 in legal fees. 

“You tell me how that feels like a win,” Litster said. “To me, that  
feels like not a win.” 

CYBER FRAUD’S MANY FORMS 

“The most common thing about cyber fraud is they are looking for 
your key strokes,” Litster said in beginning his explanation of the 
types of cyber fraud. “And what this bot or virus will do is send a 
report every hour to the hacker.” The virus can come through the 
Internet, infected files, USB drive or CD. 

Here are some of the forms he talked about: 

• Pharming, where traffic is rerouted to a fraudulent Internet site; 

• Trojan horse, where a piece of software gets embedded in a   
 picture or a video; 

• Phishing, using an email to gain access to personal information; 

• Smishing, where a text message is used to get personal   
 information; and

• Vishing, using the telephone to get personal information, using   
 real names known to the victim.

Litster also noted that hackers are trying to steal people’s facebook 
usernames and passwords to gain access to its 900 million users by 
convincing you to click on Trojan horse images. 

Reass noted that these bots are being sold on the open market and 
any start up hacker could purchase one and start gathering people’s 
personal information. 

In addition, he shared a new scam involving mobile banking and 
closings. Litster said that it occurs when a title agency provides a 
consumer a check at closing, he uploads it via smartphone and hands 
the check back to the agent. A few days later, he goes back and asks 
for the check to be reissued and made payable to him and a partner. 
Meanwhile, the first check has been deposited and the title agent 
doesn’t put a stop payment on it because the check is physically in 
their possession. 

“You have to put a stop payment if that check ever leaves your 
hand,” he said. “You could create some affidavit that says this check 
was deposited and you are liable for any expense we have to recover 
the money, but keep in mind that an affidavit doesn’t protect you. All 
it does is give you a right to sue, which you have anyway. So the stop 
payment is very useful.” 

PREEMPTING THE ATTACK 

There are many steps that can be taken to make sure your company 
is not at risk. 

The first solution Litster gave was having a properly configured 
firewall. This helps make the computer invisible on the Internet. 
Dave Jevans, founder and CTO of IronKey, a Web and mobile 
browsing security provider, agreed, pointing out several pieces of 
technology a title agent should have to protect themselves. 

LOCK IT DOWN: PROTECT  
YOURSELF FROM THE EVOLVING 
THREAT OF CYBER THEFT
By Andrea Golby  
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“Title agencies need a suite of technologies to protect against 
today’s sophisticated cyber criminals,” Jevans said. “Network 
protection for the agency is crucial. This includes a modern firewall to 
keep criminals from getting onto the internal network. Email filtering 
is crucial to eliminate spam and phishing emails that can infect 
internal computers with crimeware and malware. Anti-virus software 
that is kept up to date on every computer is also critical to detecting 
and preventing crimeware infections. Finally, a secure isolated Web 
browsing environment to protect online banking funds transfers 
from keyloggers and other crimeware infections is required.

“Modern crimeware can infect computers that have even the most 
recent anti-virus updates,” he continued. “It sits invisibly deep inside 
the computer’s operating system, waiting until a user initiates a 
funds transfer. An isolated virtualized web browsing environment 
can prevent even the most insidious and invisible crimeware from 
hijacking the online funds transfer.”

Jevans also said title agencies should insist on two-person fund 
transfers, something Litster also iterated. 

“When you are doing online banking for a company, [require two 
different computers to move money], particularly if you are an 
escrow company where multiple people can enter into the system,” 
Litster said. “So you can have all of these computers be able to 
[originate a] wire, but have one computer that is used only for 
interacting with the bank that releases the funds.” 

That separate computer should be on the network, but not used 
for any other business so it is protected from getting infected. Julie 
Bonnel-Rogers, business litigator and trial attorney with Silicon 
Valley Law Group, agreed. 

“Regardless of the bank, it is very important that if they can afford 
it, to dedicate a single computer for bank transactions only,” she 
said. “An escrow company’s job is to keep other people’s money safe. 
It’s worth the cost of a computer that nobody else can log on, that 
the secretary can’t check their Facebook on at lunch, that is solely 
used for banking transactions. By doing that, you eliminate a huge 
amount of opportunity for cyber thieves and cyber fraud to occur.

“Most business insurance policies have options to cover cyber theft 
and wire transfer fraud,” Bonnel-Rogers continued. “Inquire to your 
insurance carrier about the possibility of adding that coverage. What 
might amount to $10 a month might end up saving your business 
from bankruptcy, should wire transfer fraud occur. Those are some 
basic things you can do right up front.”

After noting how easy it is for hackers to randomly guess an eight 
character password (it takes 12 hours to go through every possible 
combination), Litster noted how he protects his passwords. 

“I won’t type in passwords,” Litster said. “I find the password I need 

and highlight it and then I hit Control-C to copy it and then I go over 
to my webpage and I paste it in so I never type my password. All [the 
hacker] sees is Control-C and Control-V.” 

A few other best practices that Reass suggested implementing include: 

• Train staff with access to online accounts on best practices. 

• Create a strong password with at least 10 characters that   
 includes a combination of mixed-case letters, numbers   
 and special characters. Change passwords regularly.

• Reconcile and review all banking transactions on a daily basis.

• Clear the browser cache before starting an online banking   
 session in order to eliminate copies of Web pages that have been  
 stored on the hard drive. (This function is generally found in the   
 browser’s ‘”preferences” menu.) 

KNOWING YOUR BANK 
One of the most important protections is examining the securities 
your bank offers and make sure what they offer fulfills your needs. 

“I think you choose your bank based on capability, not on promise of 
business,” Reass said. “Just like it’s important to have a good attorney 
and CPA when you run your business. You find all the successful 
businesses have a great relationship with a business banker who 
understands your business and understands your needs.” 

He noted, for instance, that the bank his title agency banks with is 
very sensitive to security issues. While some of the measures may 
seem like an inconvenience, he is happy to implement them. 

“You go, ‘That’s really inconvenient,’ but at the end of the day it’s 
more inconvenient to lose $2,000 or $3,000 out of your account due 
to lax security controls,” he said.

So how do you ensure you have a good partnership with your bank? 

“One [way] is obviously to choose a bank that offers a 
comprehensive security system for online banking,” said Bonnel-
Rogers. “Even though bigger banks don’t always offer smaller clients 
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“Banks love escrow companies for the same reason 

cyber thieves love escrow companies — they deposit 

large amounts of money into the bank for the bank 

to use as they will. For that reason, you can ask your 

bank for more safeguards.”
Julie Bonnel-Rogers

Business litigator and trial attorney with Silicon Valley Law Group



a lot of advantages, the bigger banks tend to have better security, 
so I’ll throw that out there for consideration.  While it may seem 
technical, choosing a bank with multifactor authentication is wise. 
This involves a token with a changing password for instance.”

“Banks love escrow companies for the same reason cyber thieves 
love escrow companies — they deposit large amounts of money into 
the bank for the bank to use as they will,” said Bonnel-Rogers. “For 
that reason, you can ask your bank for more safeguards. You have to 
know to ask for it. Some things to ask for include tokens or a ‘call-
back’ to a designated company representative to verify a payment 
order.  Some of the more secure banks now have an automated ‘call-
back’ service to help guard against cyber fraud.  The business owner 
needs to ask about it.”

“In addition to the usual funds transfer products and services, a 
title agency should look for a bank that offers the proper controls 
and technologies to protect against large funds transfer fraud and 
cyber crime,” Jevans said. “The bank MUST offer two-person control 
over initiating funds transfers. The bank should also offer other 
protections including virtualized secure browsers and two factor 
authentication either by a one-time-password device or a cell phone 
SMS confirmation.”

Reass noted that offering positive pay with payee match is a must  
for him. 

“I would never bank with a bank that didn’t offer positive pay, right 
off the bat; that’s step one,” he said.

WHAT TO DO IF YOU’VE BEEN HIT
Almost as important as how to protect yourself from a potential 
cyber-attack is what you do once you’ve discovered you’ve been hit 
by one. 

First, how can you tell if you’ve been hit by cyber fraud? Jevans gave 
some red flags, pointing out that if you are doing daily reconciliations 
of your funds transfers, you will pick up cyber theft quickly. 

“Typical signs of cyber theft include multiple transfers of under 
$10,000 in one day to different accounts around the world; wire 
transfers out of the country; or beneficiaries who did not receive 
their funds despite you sending them,” he said. “Other signs include 
funds transfers initiated after business hours or from computers 
outside of your offices.”

Litster told attendees they should not shut down the computer, 
simply unplug it from the network. 

“Don’t start looking through that computer trying to figure out what 
is going on,” he said. “What you do is … take it to a forensic expert 
and have them make a mirror of the hard drive. Then you examine 

the mirror of the hard drive. … If you do not do that and start looking 
through the hard drive of that computer, you are tampering with 
evidence and then it’s not admissible.” 

Jevans agreed. 

“One or more of your computers is infected with invisible 
crimeware,” he said. “Running an anti-virus product is not going 
to help. You will eventually need to reinstall the whole operating 
system and all software.  But before you do this, let the FBI get a 
copy of your hard drives to do forensic analysis. This may help you 
if you end up in a dispute with your bank.  It may help you if you 
make an insurance claim against the losses. And it definitely will 
help the industry in identifying the cause of the losses and what new 
techniques the cyber criminals are using.”

Bonnel-Rogers recommended that you contact your bank as soon 
as you realize it so they can freeze the account, and they can work 
with you on the recovery of what has already been sent out. If you 
detect it in a timely manner, the day after it occurs, they can aid you 
in trying to retrieve the money that was already sent out without 
authorization. 

“Notify your bank IMMEDIATELY,” Jevans agreed. “They may be able 
to notify the beneficiary bank that the cyber criminal is using and 
freeze the receiving accounts. Note that cyber criminals typically 
use ‘mules.’ These are people to whom they wire the stolen funds, 
and these people then quickly wire transfer the money out of the 
country. Cyber criminals never send the money directly to their own 
accounts.”

“Also, in California, if you lose money through cyber theft, escrow 
companies are obligated to self-report it to the Department 
of Corporations,” Bonnel-Rogers said. “You will go through an 
investigation and audit that you have to pay for as an escrow 
company owner to explain why, say, $500,000 is missing from 
your escrow trust account. That can be a very tedious and very 
intimidating process. You have to get through that and you are going 
to need the help of an accountant to help reconcile your account and 
help defend you from any accusation that you had anything to do 
with the cyber theft.”

“Local and federal police authorities are probably going to want to 
speak to [the company executives] to make sure it was not an inside 
job,” Bonnel-Rogers said. “The police agencies have to determine 
whether or not the actual business was a player in the cyber theft, 
and while it usually bears out that the escrow company had nothing 
to do with it, it takes time away from recovering the money.” 

Other steps Jevans suggested a cyber-theft victim should take 
include changing bank account numbers; all passwords to bank 
accounts, email accounts, computers and other systems; and 
notifying the beneficiary bank. 
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D espite advances in technology, check fraud remains 
one of the greatest risks to the entire financial services 
industry. However, there are steps title agents can take 

to minimize the chance of check fraud happening to them. During 
the Ohio Land Title Association’s annual convention, R. Gregory 
Litster, president and chief executive officer of SAFEChecks and 
an associate of Frank W. Abagnale and Associates, shared several 
strategies for curbing the risk of check fraud. 

The first strategy Litster had for preventing check fraud was to not 
write checks. Instead, he advises agents to use credit cards or pay 
electronically. 

If an agent is going to write checks, Litster said they should be high 
security checks. 

“If you are going to write checks, you want to use high security 
checks because every legitimate fraud prevention strategy begins 
with the check,” Litster said. 

He said this discourages check fraud attempts, thwarts actual 
check fraud and protects the company legally. 

Litster said a secure check must have at least 10 safety features. 
The most important safety feature is having controlled check 
stock; it has an identifier that is unique to each company. He noted 
that uncontrolled check stock is generic, off-the-shelf check stock 
that can be purchased completely blank by anyone. Using such 
unprotected stock is a major contributor to check fraud. 

Other important security features include: 

• Dual-tone true watermark; 

• Thermochromatic ink; 

• Toner anchorage; 

• Copy void pantograph; 

• Chemical-reactive paper; 

• Correctly worded warning banner; 

• Inventory control number on the back of checks that are  
 not pre-numbered; 

• Chemical-reactive ink; and 

• UV ink and UV fibers.

Litster then shared the benefits of payee positive pay. There was 
an evolution as banks and fraudsters adapted to new technologies. 
First, banks began offering positive pay. This curbs the use of 
counterfeit checks because the account holder sends a list of 
approved checks to the bank and if someone tries to cash a check 
that is not on the list, the check bounces back until the account 
holder either approves the payment or refuses payment. 

Fraudsters got smart, realizing that the banks were not verifying 
the payee name, just the dollar amount, the check number and 
the account number. They began changing the payee name. 
Banks began using payee positive pay to counter this trend. Some 
fraudsters figured out how the check writing and scanning software 
worked and instead of removing the payee name, they would write 
the new payee name a few lines above the payee line, outside the 
purview of the scanners. 

To prevent altered payees on checks, Litster again suggested 
agents use high-security checks. He also suggested they use 
14-point font for the payee name. In addition, Litster said agents 
should use high-quality toner and a hot laser printer. Agents should 
use the highest temperature setting available to print the checks so 
it is not easily scraped off the check face. They should also consider 
replacing the fuser element every two to three years. 

Litster’s next strategy for preventing check fraud is having timely 
account reconciliation. He noted that banks are not obligated 
to ensure you receive your bank statement, just that it is made 
available to you. Under the Uniform Commercial Code, an account 
holder has 30 days from the date the bank makes the statement 
available to report anything suspicious. 

In addition, Litster said it is important to have tight internal 
controls. These controls should include:

• Securing all check stock; 

• Restricting employee access to the check supply; 

• Having a physical inventory of the check supply regularly; 

• Reconciling accounts immediately; 

• Securing facsimile signature plates; 

• Never signing a check with a rubber stamp; 

• Using a cloth ribbon when typing manual checks; and 

• Separating financial duties. 

BEATING THE CHECK  
FRAUDSTERS: STRATEGIES  
TO PROTECT YOUR COMPANY 
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REPORT SHOWS FLORIDA  
RISKIEST STATE FOR  
MORTGAGE FRAUD  

After sharing his strategies for check fraud prevention, he 
addressed how to deal with holders in due course. First, he 
explained that a holder in due course is an innocent party who 
accepts a check as payment for goods or services. The check must 
show no evidence of alteration or forgery, and the recipient must 
have no other knowledge of fraud. 

The statute of limitations for a holder in due course to be paid is 10 
years from the date of issue or three years from the date of return. 

“Now, holder in due course trumps stop payments and trumps 
positive pay,” Litster said. “You can put a stop payment on a check, 
but that does not end your obligation to pay.”

Litster shared that when he was running the title and escrow 
division of a bank, he saw title companies — some that had been 

around for a long time — that had thousands of checks with stop 
payments on them. Each of those checks were good for 10 years. 

One way Litster said agents could protect themselves is by placing 
a specific expiration date on the face of each check they write, 
something like “void after 30 days.” If someone comes to the agent 
and says they lost their check, the agent can then tell them they 
will issue a new check after the expiration date without dragging 
things out too long for the payee. 

“The reason behind this is if someone who accepts an expired 
check has no standing to sue you,” Litster said. “The check is good 
for 10 years unless it says void after this many days. That is how 
you beat this stuff. It’s a very simple thing and it doesn’t really cost 
you any money.” 

I nterthinx, a leading provider of comprehensive risk 
mitigation solutions for the financial services industry, has 
released its quarterly Mortgage Fraud Risk Report covering 

data collected in the third quarter of 2012. 

According to the most recent analysis, overall risk nationwide has 
decreased by nearly 8 percent to the lowest value observed in the 
past two years. However, significantly increased levels of fraud 
risk in Florida pushed it past Nevada and into the top spot for 
overall fraud risk. Florida also appears on three of the four type-
specific top 10 riskiest lists this quarter. Of particular concern 
is the finding that in Florida, investment purchases have more 
than three times the level of employment/income fraud risk than 
purchases for primary residences.  

 Other notable findings in the most recent report include:

•	 Florida and Nevada are the two riskiest states, with Interthinx 
Mortgage Fraud Risk Index values of 206 and 205, respectively. 
Currently, Florida has 17 metropolitan statistical areas (MSAs) 
classified as “very high risk.”

•	Arizona is the third riskiest state for mortgage fraud, with a risk 
index value of 191.  

•	California, which is the fifth riskiest state in the country, has 
six of the top 10 riskiest metros, including Merced — the 
riskiest metro in the nation. California also has one of the 
10 riskiest MSAs for identity fraud, three of the 10 riskiest 

MSAs for occupancy fraud, five of the 10 riskiest MSAs for 
property valuation fraud, and eight of the 10 riskiest MSAs for 
employment/income fraud.  

•	 Iowa City, Iowa, leads the nation in identity fraud risk with an 
identity fraud risk index of 325, a 118.4 percent increase from 
the second quarter of 2012.

•	Miami-Fort Lauderdale-Pompano Beach, Fla., appears on all 
of the type-specific top 10 riskiest lists except employment/
income.

“The report shows that even when overall fraud risk is decreasing 
nationwide, there are still areas of concern, as we see with this 
quarter’s findings in Florida,” stated Mike Zwerner, senior vice 
president of Interthinx. “The report’s actionable intelligence helps 
lenders pinpoint where additional due diligence may be needed, 
improves loan quality, reduces repurchase risk, and ultimately 
helps the economy recover.”

The Mortgage Fraud Risk Report is an Interthinx information 
product created by an internal team of fraud experts. This is the 
fourteenth time Interthinx has released its quarterly report. The 
report provides deeper insight into current fraud trends through 
the analysis of more than 12 million loan applications amassed 
from the industry’s use of the Interthinx FraudGUARD loan-level 
fraud detection tool.
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