
Underwriters and title agents are con-
tinuously challenged to prevent fraud 
and misuse across mortgage banking 
events. At any point during a single 
transaction – whether a wire transfer 
or managing an escrow account – the 
process may be hijacked, systemic 
weaknesses exploited, and revenue 
lost. Now, more than ever, it’s critical for 
financial institutions to take steps to se-
cure transactions and protect data.

Security for financial services com-

panies of all sizes must now protect 
against highly sophisticated advanced 
persistent threats (APTs).  Unlike past 
cyber-attacks that caused widespread 
service outages and lost productivi-
ty, APT’s target the theft of valuable 
intellectual property, customer per-
sonal information, and funds. Today’s 
cybercriminals are likely to be orga-
nized crime organizations, terrorists, 
and foreign governments looking for 
monetary reward or ways to give their 

T he feature article this month comes from our partner Brian Gleeson, 
VP Marketing Marble Security.  They employ patented and adaptive 
technologies that protect the device, the apps and the network for 

mobile workers around the globe.  

Cyber-attacks are occurring at unprecedented rates and many small  
businesses are at risk.  The cyber criminals have transitioned from tar-
geting individuals to what I believe to be the “low-hanging fruit” or small 
businesses.  Today’s employees want to use multiple devices to access 
public and private networks and Marble Security maximizes the security  
of companies and their mobile workers.    

Glen A. Stout
VP Marketing & Sales  |  glen.stout@rynoh.com

Do you think your buSineSS iS 
SAfe from cybercriminAlS? 
think AGAin!

“A mediocre person tells. A good person explains.  
A superior person demonstrates. A great person 

inspires others to see for themselves.”

- harvey mackay

Quote of the month
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EMPLOYEE SPOTLIGHT
Position @ RynohLive: Senior software developer

Years with RynohLive: 5

Hobbies: Playing drums, listening to music, and following technology news

Favorite Rynoh Moment: I enjoy designing solutions to complex problems.  
An example was when we needed a way to locate a group of book 
transactions clearing the bank as one combined transaction.  In theory 
it’s	 simple:	 just	 try	 the	 book	 transactions	 together	 in	 every	 possible	
combination and see if only one combination yields the target amount.  
In	practice	it	isn’t	feasible	with	a	large	number	of	transactions	due	to	the	
computation time growing exponentially with the number of transactions.  
But it turns out there are ways to limit it to trying only the most probable 
combinations to keep the computation time reasonable while only 
minimally affecting its ability to locate the correct combination.

   WorD on 
             the Street
“We	 love	Rynoh	at	Arnzen,	Molloy	&	Storm!	
Rynoh has made balancing our escrow ac-
counts so much easier. Rynoh alerts us when 
the bank misreads the encoding on the check 
and processes a different check number and 
flags deposit errors. Just last month we de-
posited a check for $47,000, which was pro-
cessed as $4,700 by our bank. Rynoh alerts 
helped save a possible over draft situation 
for us. I love being able to set up custom 
alerts for items that I want to track, like pay-
off checks not cashed within 3 business days 
or	tax	checks	not	cashed	within	10	days.	This	
helps head off potential problems and allows 
our real estate department to function opti-
mally.	Everyone	reviews	the	morning	report	
every	morning!”					

tracy codell -

Processor	with	ARNZEN,	MOLLOY	&	STORM,	
P.S.C.,	Covington,	KY.

tiP of the month

One of the modules included with RynohLive is 
called RynohReport, which includes a number of 
information critical reports.  One of these reports 
is called the Morning Report, which is delivered 
via e-mail to specific employees (and manage-
ment) every morning.  The report provides pro-
active escrow account management by reporting 
on pre-set alerts, for example:

Payee	Contains	 Pay	>	 $5,000	 not	 cleared	
after 15 Business Days.

So the tip is if you are adding or opening a new 
escrow trust account, it is important that you 
update the recipients to your reports so each of 
your critical alerts are sent.

James Purcell
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sponsoring companies or nations a leg up on the competition. 
Inevitably, successful advanced persistent attacks damage an 
organization’s competitive position and reputation as well.

Most cybercriminals are adept at evading traditional secu-
rity tools such as firewalls, intrusion detection, and antivirus 
solutions and can hide on corporate networks undetected for 
months as they steal and send secrets back to their sponsors. 
In addition, the explosive growth of relatively unprotected mo-
bile devices makes these attacks even more dangerous and 
difficult to prevent than in the past.  

A recent cyber bank heist managed to steal $45 million from 
ATMs in 27 countries using APT tactics to gain access to the in-
ternal computers of two banks, setting the debit card balances 
artificially high, and using debit cards at ATM across the world 
to fraudulently withdraw millions of dollars. China-based cy-
ber espionage attacks successfully targeted scores of U.S. 
corporations, defense contractors, and government agencies, 
including security vendor RSA and the New York Times. Now 
small businesses are being targeted, according to Verizon’s 
2013 Data Breech Investigations Report. 

APT tactics
The strategy of APTs is remarkably consistent and effective. 
Typically, stage one involves extensive surveillance, where 
hackers scan widely available social network sites such as 
Facebook and LinkedIn, organizational blogs, and numerous 
other sources to learn useful information about an organiza-
tion and its key employees. Sometimes they employ rogue Wi-
Fi access points or use public access points to spy on employ-
ees where they congregate. 

Once the criminals have enough information for a targeted at-
tack they send out spearphishing emails to specific employees 
they’ve uncovered, tricking them into downloading malware 
either from a Web site or email attachment. 

APT spearphishing emails are convincing and difficult to rec-
ognize, as they usually look as if they come from other known 
employees and contain specific information very relevant to 
the targeted organization. For example, for one publicized at-
tack employees received an email labeled “2011 Recruitment 
plan” with an attached Excel file of the same name. By clicking 
on the attachment or a Web link the victim downloads malware 
into his or her system that sets up a network pathway and con-
trol channel. 

Once the control channel has been configured the perpetrator 
can manipulate the compromised machine and gain access 
very gradually over days, weeks, or months to other parts of 
the organization’s network. When the desired information is lo-
cated and breached it’s uploaded surreptitiously to a remote 
site, typically via encrypted channels. 

Mobile device risks
The recent explosion of employee-owned mobile devices used 
for work, a trend known as Bring Your Own Device (BYOD), 
has introduced a new set of vulnerabilities and opportunities 
for APT perpetrators. Why? Many organizations still struggle 
to catch up with the management and security challenges of 
personal mobile devices. Yet employees use these devices to 
access and store sensitive corporate information and to access 
internal corporate systems and external cloud services used by 
the corporation.

Many mobile device users download applications without pay-
ing much attention to their threat level. Their devices, particu-
larly those running the Android OS, often contain malware or 
privacy-leaking applications that collect and transmit the us-
er’s contact and other valuable information. If employees are 
connected to Microsoft Active Directory, a mobile application 
has the potential to gain access to key information about ev-
ery employee in the organization—valuable information for a 
targeted APT. 

Mobile users are also prime targets for spearphishing, as the 
typical smartphone user checks email rapidly many times an 
hour over a small screen that hides many of the visual cues 
that may alert the user on a larger device. Mobile devices users 
also frequently use unprotected public Wi-Fi networks that are 
vulnerable to session hijacking by cybercriminals. 

Next steps:
So how can you protect your company’s funds and data 
against APTs?

 1.  Follow ALTA’s best practices

 2.  Train your employees on compliance  
   requirements and data security

 3.  Contact your Rynoh representative about Marble   
   Security … RynohLive’s cyber-security solution!
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