
WELCOME...
Welcome to the first edition 
of LOCKDOWN!  Periodically 
throughout the year, our newslet-
ter will be delivered to your email 
inbox.  While we are currently 
planning for four issues in 2013, 
we are leaving the door open for 
additional issues dedicated to 
breaking news or announcements.  
The newsletter is designed to give 
you a few pages of factoids and 
tidbits of information in an easy to 
digest format.  Each issue will cov-
er topics like:

 f  Industry News

 f  Cyber Alert Updates: News 
on the latest attacks, tech-
niques and solutions to keep-
ing your business and funds 
protected. 

 f  Factoids:  I am defining these 
as small bites of  informa-
tion for your business or 
personal life.

 f  “Quick Tips”:  A how-to ap-
proach  to specific topics 
such as Best Practices, Data 
Security, Cyber Security, etc.    

 f  RynohLive Updates: An-
nouncing new customers, 
partnerships, initiatives...  
and much more!

Our objective is to deliver a quick 
read to keep you informed about 
our industry, our products, and our 
customers.  In addition, we hope 
you find some useful information 

on how to secure 
the data and the 
funds with which 
we have been 
entrusted.

Glen A. Stout

VP Marketing & Sales
glen.stout@rynoh.com

“We judge ourselves by what we feel capable 
of doing, while others judge us by what we 
have already done.”

- Henry Wadsworth Longfellow
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EMPLOYEE SPOTLIGHT
Position @ RynohLive:	 Account	 management,	 installation	 coordination,	
project	 management,	 conflict	 resolution,	 client	 service	 and	 support,	
general and billing inquiries.

Years with RynohLive: 3

Hobbies:	 Kayaking,	 bicycling,	 community	 races,	 swimming,	 movies,	
concerts,	festivals,	and	spending	time	with	my	family	and	my	dogs.

Favorite	Rynoh	Moment: In June of last year I traveled to Cleveland, Ohio, 
for	the	National	Settlement	Services	Summit.		Most	of	my	interactions	with	
RynohLive	customers	up	to	that	time	have	been	on	the	phone,	so	meeting	
some	 of	 our	 customers	 at	 the	 conference	 was	 great.	 	 I	 believe	 that	
whenever	you	had	the	opportunity	to	interact	with	your	customers	face	
to	face	you	enrich	the	customer	experience.		The	unsolicited	testimonials	
and	positive	comments	from	our	customers	made	this	a	terrific	event	for	
me!

WORD ON THE STREET
“Today,	the	RynohLive	morning	report	on	
our escrow account reported a check in 
the	amount	of	$17,336	clearing	the	bank,	
but	we	did	not	have	a	matching	transac-
tion	 in	our	escrow	program.	 	 It	also	was	
flagged on the Positive Pay report.  Upon 
review, we found the check was not writ-
ten	 from	 our	 escrow	 account.	 	 It	 was	 a	
check	written	from	a	title	company	in	an-
other	state.	 	Somehow,	 this	was	an	error	
within	 the	 banking	 system.	 	 The	 check	
was	 processed	 using	 the	 check	 num-
ber	 as	 the	 account	 number	 –	 a	 perfect	
match	 to	 our	 account	 number.	 	Without	
RynohLive	it	would	have	taken	at	least	30	
days for us to notice this banking error. 

Thank	you	RynohLive!”					
Bob Cimerol -

Agency	Manager,	First-United	Land	Transfer,	Inc.

TIP OF THE MONTH

One of the key features of RynohLive is the Morn-
ing Report.  Each morning our users receive an 
e-mail notifying them of unmatched bank transac-
tions, unsent wires, uncleared deposits and more.  
In addition, our customers have the ability to de-
fine their own alerts based upon the criteria they 
define such as:

 3 Amounts (i.e. greater than or equal to $1,000) 

 3 Number of days (not cleared after 4 days)

 3 Or Expressions (i.e. Payoff, Deed, Mortgage)

The tip here is to be certain that you use the min-
imum number of letters possible so that if the 
expression is misspelled, your alert will still be 
identified.  For example, if you set up an alert for 
a “PAYOFF” and you used the exact spelling to de-
fine the alert, phrases like “PAY-OFF” or “PAY OFF” 
will be missed.  Defining the alert with “PAY” will 
pull all of these examples.

Stephanie Davis
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DATA SECURITY 101 AND BEYOND
The obligation to safeguard consumer non-public personal information 
(NPPI) is not new.  Since 1999 (the Gramm-Leach-Bliley Act), our industry 
has come under laws, rules and regulations that require us to safeguard 
NPPI. The FTC has enforced these laws and issued its own regulations, 
rules and guidelines (Privacy, Safeguard and Disposal rules), and most 
recently, the CFPB in its April Bulletin 2012-03, raised the compliance 
bar for Financial Institutions, by making them potentially liable for 
the compliance of their Service Providers (which includes title and 
settlement companies).
 

In reaction to all of this mounting regulator scrutiny of our industry 
and regulator enforcement of long-standing and increasing regulation, 
lenders are amending Service Provider agreements and our industry 
is developing a uniform best practice standard, to ensure that we 
understand what is expected of us under these laws, rules and 
regulations, and how we can meet the new lender standards ensuring 
that such lenders are in fact compliant.
 
While each lender’s interpretation of what’s required of their Service 
Providers may vary, in the context of privacy and data security, Real 
Estate Data Shield (REDS) has developed the first title & settlement 
industry-specific tools for our industry to understand and meet these 
compliance obstacles as efficiently and surgically as possible.  Well 
before the CFPB Bulletin, the development of industry best practices 
and the impending lender amendments to Service Provider Agreements, 
REDS team of internationally recognized privacy and data security 
experts were developing our industry’s awareness of these compliance 
requirements and have, in turn, developed award winning e-learning 
training and compliance tools to aid our industry in meeting these 
challenges.
 
Because most settlement companies may not have the resources to hire 
a full-time compliance officer, we’ve asked Christopher Gulotta, REDS 
CEO to provide a summary list of what title and settlement agents should 
be thinking and doing to start the data security compliance process. 
 
To steal a bit from David Letterman, below is Real Estate Data Shield’s top 
10 To-Do list for data security:
 

1. RECOGNIZE that the applicable privacy and data security laws, 
rules and regulations apply to our real estate settlement service 
provider industry;

2. IDENTIFY the documents (both physical and digital) and databases 
you use that contain consumer non-public personal information 
(“NPPI”);

3. CREATE NPPI (i.e., a Privacy Smart Office);

4. MAP OUT a process and data flow of how such NPPI moves 
through your company (both in motion and when at rest, including 

mobile devices) and how such NPPI is disposed of (digitally and 
physically);

5. BREAK OUT network security, physical security and administrative 
security; how you store your NPPI and how you dispose of it;

6. GET HELP by identifying separate consultants and specialists who 
can assist you in: (a) data security compliance; (b) escrow fund 
security; (c) cyber insurance; (d) network security;

7. ASSESS your company’s risk profile by conducting an assessment 
of your process/data flows and your current security measures 
(network, physical and administrative security), and then start to fill 
in your compliance gaps;

8. DRAFT policies and procedures that describe your company’s 
privacy & data security policies and procedures to ensure the 
safeguarding of NPPI (and train all existing and on-boarding staff);

9. ENSURE that your third-party sub-vendors are also privacy 
compliant;

10. TRAIN your new and on-boarded staff in your company policies, the 
laws relating to safeguarding NPPI and in what specifically they 
should be doing in their typical work day to ensure the safeguarding 
of customer NPPI.

As Service Providers, we are viewed by our up-stream referral sources 
as commodity providers.  As such, it’s often difficult to meaningfully 
distinguish our companies and our services from competitors. The 
impending compliance hurdle that our industry faces, creates a great 
opportunity for serious companies to evidence to our clients and 
regulators our commitment to compliance and also can act as a quality 
filter to ensure not only our survival, but our prosperity as we separate 
ourselves from the pack.

For more information please contact Real Estate Data Shield @ 
www.realestatedatashield.com or call 212-951-7302.

The next issue of LOCKDOWN will feature an 
article from our partner Marble Security.  Cyber 
criminals have targeted mobile devices at an 
alarming rate in 2012, and for the first time in 
our history, malware attacks outpaced attacks 
on PCs.  Learn about their schemes and the 
risks they pose on  your data and your funds.
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