
When you think about fraud, what 
comes to mind? 

If you take a moment to consider the 
meaning of the word fraud, you may re-
alize that it can come in different forms, 
from a variety of places. 

Cyber fraud may be one type of fraud 
that comes to mind rather quickly. 

Right now, cyber theft is a huge issue. 
Keeping your online transactions se-
cure can be tricky, and yet, it’s such an 
important thing. Cyber-crime is some-
thing that can sneak up on you. If you 
aren’t careful, you could be completely  
unaware that it is happening to you. 

The good news is that there are some 
steps you can take to protect your com-

FRAUD CAN COME IN ALL  
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“Happiness does not come from doing easy work  
but from the afterglow of satisfaction that comes  

after the achievement of a difficult task that  
demanded our best.”

- Theodore Isaac Rubin
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BEST PRACTICES 
BOOT CAMP
We’ve been told that 2014 was labeled the Year of 
Implementation for ALTA’s Best Practices. There are 
many agents out there right now seeking education-
al resources to help them understand and meet the 
new compliance standards of their underwriters and 
lenders. 

In an answer to this need, the partners of LenderSe-
cure developed a four-part webinar series that out-
lines the requirements for each of the seven pillars 
of Best Practices. 

The educational webinar series, titled “Best Practic-
es Boot Camp,” launched on May 28 with resounding 
success. Nearly 800 settlement agents, attorneys, 
underwriter representatives, escrow agents, and oth-
ers allied to our industry registered for our event, and 
more than 75 percent attended.

LenderSecure is sponsoring the series, which focuses 
on the most essential elements of ALTA’s Best Prac-
tices and delivers practical tips and solutions to help 
the audience meet new industry requirements. 

The first installment in the Boot Camp webinar series 
was met with remarkable success, and we are confi-
dent that the next three parts will be just as popular.  
Boot camp II tentatively scheduled for end of Octo-
ber. Information regarding Best Practices Boot Camp 
Part II will be announced soon.

RynohLive recently released a new whitepaper focusing on 
the safekeeping of escrow accounts. The document provides 
in-depth, step-by-step instructions on best practices to keep 
escrows secure.

The whitepaper offers a thorough review of the importance of:

• Daily reconciliation;

• Electronic verification of reconciliation;

• Tracking daily disbursements; and

• Establishing strong cyber fraud protection.

Settlement agents and attorneys have been doing business 
the same way for decades, but the business world is differ-
ent now — especially for settlement agents. And the worst 
kept secret is how vulnerable the average settlement agent’s 
escrow account is to fraud, embezzlement, defalcation and 
unintentional mistakes. 

The good news is that much of the risk is completely revers-
ible. RynohLive explains in its whitepaper that by following 
some simple escrow accounting best practices, and using 
today’s technology to your advantage, your business and your 
customers’ funds will be safer instantly.

The six steps offer title agents the means necessary to keep 
their escrow accounts, and their business, secure.

SIX STEPS TO TOTAL 
ESCROW SECURITY

Click here to view Best Practices Boot 
Camp Part 1

Click here to download your copy of 
the White Paper

http://www.rynoh.com/literature-videos/
http://9nl.pw/WhitePaper
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pany from cyber-crime. One of the first steps is simply dili-
gence. Be aware of the risks that are a threat to your company. 

Some of the other steps include purchasing good virus soft-
ware and updating it regularly, choosing strong passwords 
with a mix of numbers, letters and symbols, using a reliable 
firewall, and adjusting your computer’s web browser to the 
strongest security setting. 

The scary thing is that virus attacks may not be as obvious 
now as they used to be. It’s important to monitor online ac-
tivity because a website that looks legitimate could be in-
fected with a virus that is just lying in wait for you. Viruses 
can also be embedded in emails and on social network web-
sites like Facebook. 

Looking beyond cyber-fraud, doesn’t it just seem like every time 
you turn around there is a new escrow account threat? Escrow 
agencies have to worry about much more than just cyber-theft. 
For example, there are also employee concerns. What if you 
find out that a trusted employee has been stealing from the 
company? Are you prepared for that? How can you prevent em-
ployee theft and what do you do if it has already happened?

The National Association of Insurance Commissioner’s Property 
and Casualty Insurance Committee adopted a white paper in 
December 2013 that provides answers to these types of ques-
tions. The white paper, Title Escrow Theft and Title Insurance 
Fraud, is intended both as a tool for regulators to research 
methods for preventing escrow theft and for use by the title in-
surance and closing services industry to help identify potential 
risks and avoid theft. 

The white paper identifies a variety of escrow-related thefts, of 
which there are many, and provides potential tools and meth-
ods to prevent and address fraud. In addition to cyber-fraud, 
companies must also be aware of misappropriation of funds, 

fraudulent activity by unauthorized entities and bank-related 
fraud schemes, to name a few.

According to the white paper, audits are a good way to prevent 
escrow fraud. RynohLive is the perfect example of an escrow 
account management company that conducts audits to ensure 
account security. 

Title, escrow and settlement service provider owners can also 
reduce the chance of employee theft by establishing account 
safeguards and sound business practices. The white paper 
suggests dual signatures, separation of book-keeping and 
check-writing duties, internal audits, background checks for 
new employees, mandatory use of trust accounts, and locking 
up notary stamps. Click here to read the white paper.

In addition to cyber-fraud and employee theft, phone fraud is 
also a concern. In Fidelity National Financial’s June 2014 edi-
tion of Fraud Insights there was an article regarding a variety of 
new phone scams that companies need to consider. 

The article explained that phone fraud may seem like an easy 
thing to identify, but criminals are getting smarter and they are 
using new types of fraud that you might not be expecting. This 
includes calling your company phones after office hours, gaining 
access to the phone lines and then making thousands of dollars 
worth of fraudulent calls, for which the unsuspecting company 
gets the bill. Click here to read more about phone fraud. 

Preventing fraud is an ongoing battle. It requires constant dili-
gence and true awareness of the risks to your company. Armed 
with tools of prevention, you can ensure the safety and security 
of your company and accounts by staying one step ahead of 
would-be criminals. Recognizing that fraud can come in a vari-
ety of shapes and sizes can help you prepare for the steps you 
need to take to keep your assets safe.

Read Do Not Call Me: Click here! 

http://www.naic.org/documents/index_committees_title_escrow_wp.pdf
http://fraudinsights.fnf.com/vol09iss06/article1.htm


Recent high-profile data breaches have 
really highlighted the importance of data 
security. If your company is the victim of 
a data breach, the results could be dev-
astating not just for your business, but 
also for you. 

By now it’s likely that everyone has heard 
about Target’s holiday data breach. In 
mid-December 2013, at the height of 
the holiday shopping season, criminals 
hacked into Target’s system and gained 
access to consumers’ credit and debit 
card information. 

The company learned of the breach and 
took immediate steps secure their sys-
tem. By then, however, it was already 
too late. Up to 70 million customers 
were possibly affected by the breach. 
Information was stolen including credit 
and debit card accounts, as well as con-
sumer names, mailing addresses and 
email addresses. 

One casualty of this incident was Target 
Corp. President and Chief Executive Of-
ficer Gregg Steinhafel. 

In a May 5 press release, Target’s Board 
of Directors announced that Steinhafel 
stepped down from his position. 

“Recently, Gregg led the response to 
Target’s 2013 data breach,” the board 
said. “He held himself personally ac-
countable and pledged that Target 
would emerge a better company.”

This is one of the most recent examples 
of an executive taking the heat for a 
company problem. 

Consider also that the Consumer Finan-
cial Protection Bureau (CFPB), an agen-
cy formed by Congress to protect con-
sumers by enforcing federal consumer 
financial laws, has started focusing on 
the actions of principals and owners of 
the companies it is investigating.

In its enforcement actions the CFPB 
isn’t just taking companies to task, it is 
naming individuals and holding them 
personally accountable. For example, 
in 2013, the CFPB ordered Paul Tay-

lor, a Texas homebuilder to surrender 
$118,194 that he allegedly received in 
illegal kickbacks through his company. 
Months later, the agency accused Ken-
tucky law firm Borders & Borders PLC of 
similar violations and named the firm’s 
three principals as defendants. 

Executives are increasingly being target-
ed and held accountable for the actions 
of the companies they run. 

That means that keeping track of your 
company’s systems and accounts is cru-
cial, especially in this new digital age. 
Criminals can access and clean out 
accounts fast. Data breaches are a con-
stant concern, and steps must be taken 
to protect your company. 

The American Land Title Association 
(ALTA) published best practices for title 
insurance and settlement companies in 
January 2013. Over the last year and a 
half, the industry has increasingly ad-
opted ALTA’s recommendations. 

This past March, Wells Fargo announced 
its support of the ALTA pillars. 

“Wells Fargo supports ALTA’s Best Prac-
tices, and considers them to be guide-
lines for sound business practices that 
should ideally already be in place for 
businesses providing title and closing 
services for our customers,” the compa-
ny wrote in its Settlement Agent Com-
munications issued March 6. “If your 
company is not yet following the ALTA 
Best Practices — do you have a plan in 
place for adoption? If your company is 
already following the ALTA Best Prac-

tices - do you have written policies and 
procedures in place to document it and 
inspection processes to validate it?”

ALTA’s Best Practices contain seven pil-
lars. The second pillar suggests that title 
and settlement companies should adopt 
procedures for escrow trust accounts, 
allowing for electronic verification rec-
onciliation. 

RynohLive is the industry standard and 
ensures your company is adhering to AL-
TA’s best practices.

When you are on the lookout for data 
breaches, reconciliation of your ac-
counts is crucial. You need to have 
a security plan in place to ensure the 
security of your systems. Not only must 

you have a plan, you also need to take 
action to protect your customers’ funds 
and mitigate risk.   

RynohLive allows clients to reconcile 
their accounts every day through its 
Reconciliation Wizard that automati-
cally reconciles accounts every morning 
and sends the report to your inbox. It’s 
procedures like this that can protect 
your company from cyber theft. 

In this digital age, major corporations 
are getting hacked. Data breaches can 
happen quickly and silently. Even if it 
isn’t your fault, you could take the heat. 
The best course of action is to take 
steps now to protect your company and 
stop cyber theft before it can happen. 

Protecting your accounts could save 
your company and your job. 
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