
If your company was 
the unfortunate vic-
tim of cyber theft, do 
you know who would 
be responsible for the 
loss? Would it be the 
bank? Your company? 
The answer might just 
surprise you. Take for 
example the problems 
Missouri-based compa-

ny Choice Escrow and 
Land Title, LLC ran into 
when it was the victim 
of cyber fraud. 

Choice had an escrow 
account that was main-
tained by Bancorp-
South Bank. Internet 
fraudsters gained ac-
cess to Choice Escrow’s 
online account and in-

structed BancorpSouth 
to wire $440,000 to 
a bank account in the 
Republic of Cypress, 
which the bank did. 
Once Choice learned of 
the theft, it attempted 
to recover the funds 
but was unsuccess-
ful. The company then 
filed a lawsuit against 
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WHAT’S TRENDING
It has been nearly six months since the Heartbleed 
bug was detected. If you conduct an internet search 
for Heartbleed today, however, you’ll find that issues 
resulting from the bug are ongoing.  In fact, a re-
cent Bloomberg article reported that “Hundreds of 
thousands of corporate computer servers, routers and 
other Internet devices worldwide remain vulnerable.”

There have been recent reports indicating that hack-
ers are exploiting the bug in order to steal critical 
information. In August, Bloomberg reported that Chi-
nese hackers used Heartbleed to steal personal infor-
mation from 4.5 million patients of the Community 
Health Systems. 

A website set up to offer information on the bug, 
www.heartbleed.com, explains that the bug is a vul-
nerability in the OpenSSL cryptographic software  
library and as long as the vulnerable version of  
OpenSSL is in use, there will continue to be a serious 
risk. A fixed OpenSSL has been released, but oper-
ating system vendors need to adopt the new fix and 
notify their users and then users have to install the fix 
as it becomes available to them. As this process takes 
place, the risk will decrease; however, it takes time. 

Has your company taken the necessary steps to min-
imize your risk to the Heartbleed bug? Even if your 
company is not directly affected by the bug, it could 
be indirectly affected through popular websites used 
by your employees or you throughout a regular work-
day. Email servers, chat servers and private networks 
can also be affected. One of the worse aspects of the 
bug is that a hack does not leave any trace and may 
go completely undetected. 

If you haven’t taken steps to mitigate against the 
Heartbleed risk or aren’t sure if you are at risk, now is 
the time to take action to ensure that your company 
and your clients remain secure.

RynohLive has just released our 2014 whitepaper entitled Six Steps 
To Total Escrow Security. The paper outlines the six most critical 
steps necessary to ensure security of your escrow funds. Settlement 
agents have been doing business the same way for decades, but our 
world is changing at an unprecedented rate. The thieves are getting 
bolder, they are getting smarter, and they are deploying more so-
phisticated techniques to steal money... your clients’ funds!

This ten-page whitepaper describes - in detail - the steps you need 
to take to defend your business against theft, fraud, embezzlement, 
employee errors and more.  And the best part about this compre-
hensive guide?  

IT’S ABSOLUTELY FREE!
Many agents are turning to RynohLive as a means to mitigate finan-
cial losses and follow ALTA’s Best Practices Pillar No. 2.  As one 
agent put it, “RynohLive is the only piece of software I’ve ever 
purchased that worked right out of the box!” 

But you don’t have to take our word for it - Click here to listen to 
what our clients are saying about The Industry Standard in Escrow 
Protection... RynohLive.  

Enjoy the whitepaper!

LenderSecure just released a 60-minute webinar that pres-
ents practical information for helping agents meet Best Practice  
requirements. The webinar covered the following essential Best 
Practices topics:

• Security Assessments: Learn about the security assessment pro-
cess, how often you need them, and what should you look for in 
a company that performs assessments.

• Technology Solutions: Learn how to protect NPPI and other sen-
sitive data types with the most innovative technology solutions.

• Document Storage & Destruction: Learn proper disposal and 
storage processes and procedures for both digital and paper me-
dia... and more!

Best Practices Boot Camp Part 2 can be 
viewed by going to the LenderSecure website  
(http://lendersecure.com) or CLICK HERE.

JUST RELEASED!

ARE YOU READY FOR THE  
YEAR OF IMPLEMENTATION?

CLICK HERE  
to download your free copy.

http://www.heartbleed.com
http://lendersecure.com/resources/
http://www.rynoh.com/six-steps-total-escrow-security/
http://www.rynoh.com/six-steps-total-escrow-security/


PAGE 3                                                        www.rynoh.com  |  glen.stout@rynoh.com  |  1-(877) GORYNOH (467-9664)

Continued from page 1

BancorpSouth, seeking a return of 
the funds. Unfortunately for Choice 
Escrow, the 8th U.S. Circuit Court 
of Appeals, the court presiding over 
the matter, determined that Bancorp-
South was not liable. 

So, why did Choice Escrow have 
to bear the loss of the theft? Great 
question. 

The answer lies within the security 
measures Choice Escrow used (or, 
rather, didn’t use) in order to keep its 
account with BancorpSouth safe. 

Choice Escrow used an online bank-
ing platform called InView, and Ban-
corpSouth provided Choice with four 
security measures to keep the ac-
count safe. According to the court, 
the security measures were: 

1) a unique user ID and password; 

2) device authentication software; 

3) dollar limits on the daily volume 
of wire transfer activity; and 

4) a system called “dual control” 
that required two authorizations 
before a payment order could be  
released. 

If a customer declined the use of the 
“dual control” feature, BancorpSouth 
required them to sign a waiver stating 
that they understood the risk involved 
if only a single-control security sys-
tem was used. 

Choice Escrow declined the “dual 
control” feature and signed the waiv-
er. It also declined to place a daily 
volume limit on its account.   

Due to an unfortunate turn of events, 
a Choice Escrow employee contract-
ed a computer virus through an on-
line phishing attack, and an unknown 
third party was able to gain access 
to Choice’s usernames, passwords 
and IP address. When the thieves re-
quested that BancorpSouth transfer 
the $440,000 to a foreign account, 
the bank executed the payment order, 

not realizing that the request did not 
originate from Choice. When Choice 
was unable to recover the funds, it 
went after BancorpSouth. 

The problem that Choice Escrow ran 
into in this case is that it waived 
some of the bank’s security mea-
sures. Choice argued, however, that 
the bank’s “dual-control” feature was 
not feasible. As a small company, 
Choice simply did not have enough 
employees to use the feature effec-
tively. There were times when only 
one employee was in the office, and 
that would make it difficult to require 
a two-employee authorization for ev-
ery payment made from the escrow 
account. (As a side note, the court 
appeared to disagree that lack of em-
ployees in the office was a problem 
for Choice.) Nonetheless, this is a 
problem that many small companies 
could run into when faced with a sim-
ilar type of security protocol. 

In order to determine who would be 
liable for the stolen funds, the 8th 
Circuit considered the bank’s indi-
vidual security measures and found 
that they were reasonable. According 
to the court, Choice Escrow assumed 
the risk when it waived the measures. 

Now, that alone did not remove Ban-
corpSouth’s liability. Even if Choice 
waived the security measures, Ban-
corpSouth could still be liable for the 
theft if it did not accept the payment 
order in good faith. Good faith is a 
technical legal term and involves a 

two-pronged definition that the courts 
must consider. Suffice it to say that 
the court reviewed the facts and de-
termined BancorpSouth indeed acted 
in good faith. 

The result of the case was that the re-
sponsibility for the loss of the funds 
fell solely on Choice Escrow. On top 
of everything else, the 8th Circuit also 
determined that BancorpSouth could 
seek attorney’s fees from Choice as a 
result of the lawsuit. 

What, then, do we learn from this case? 

If nothing else, this case illustrates 
the importance of escrow account 
security measures. Cyber thieves are 
getting smarter and more industrious. 
Internet theft is more complex than 
ever before, and it can be hard to de-
tect. It can be even harder to get the 
funds back after they’ve been lost. 

This case also shows us that we can’t 
assume that someone else will take 
the brunt of a loss. You’ve likely 
heard the old adage, “The best of-
fense is a good defense.” In cases of 
cyber theft, the best option is to take 
defensive measures to stop thieves 
before they can get their hands on 
your funds. Once they have your mon-
ey, it’s likely to be gone for good. 

It is important to take the appropri-
ate steps to secure your accounts. 
When it comes to your clients’ funds, 
you don’t want to leave anything to 
chance.


