
When you think about protecting your 
information, there is currently a sig-
nificant focus on the security of data 
that is being transmitted from and 
to your company. Pillar three of the 
American Land Title Association’s 
(ALTA) Best Practices focuses par-
ticularly on protecting data that is in 
transmission. In fact, in November, 
ALTA amended its third pillar, remov-
ing references to the encryption of 
data that is not in transmission (data 
at rest) and concentrating solely on 
data that is actively being shared. 

Pillar three provides best practice 
guidance regarding the protection of 
nonpublic personal information (NPI). 
There is, of course, no doubt that the 
protection of transmitted data is very 
important. ALTA suggests that title 
and settlement companies should 
adopt and maintain a security pro-
gram to ensure that NPI is secure. 
The suggested procedures include: 
using secure delivery methods when 
transmitting NPI, establishing a di-
saster management plan, oversight 
of service providers to ensure compli-
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of 95 DVD videos 
compressed or about 
40,000 songs, or 
a couple hundred 
thousand pictures.

How much 
data is 40 
Gigabytes  
of data?
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HAVE YOU IMPLEMENTED 
BEST PRACTICES  
PROCEDURES?

If the answer to that question is “no” or “may-
be,” then now is the time to take steps to en-
sure you are doing all you can to safeguard 
your business and meet industry standards. 
If you are in the process of implementing the 
American Land Title Association’s (ALTA) Best 
Practices pillars, it might be useful to access 
some educational resources to help you better 
understand the new compliance standards of 
underwriters and lenders. 

The partners of LenderSecure developed a four-
part webinar series, which focuses on the most 
essential elements of ALTA’s best practices and 
delivers tips and solutions to ensure you meet 
the new industry requirements. The series, ti-
tled “Best Practices Boot Camp,” launched 
on May 28. Part 1 of the series covered topics 
regarding data, document, and dollar security. 
Part 2 of the series covered security assess-
ments, technology solutions and document 
storage and destruction. 

The first two parts of the series are available for 
free and will provide you with critical insight 
on how to navigate through the implementation 
process. If you’ve already started the process, 
the webinars can help you to ensure that you 
have covered all of the critical bases. 

Click on the links below to view the webinars.

Because of the new cyber threats that are developing dai-
ly, it is crucial to take steps to protect important data. 
RynohLive’s partner CertainSafe® provides solutions to 
companies who need data security.    

Companies must adhere to compliance standards for pro-
tection of Personally Identifiable Information as well as 
NPI. The mere act of using a non-compliant cloud storage 
system could be a costly violation. 

“Data security, compliance, and control are the last re-
maining apprehensions of many companies moving to the 
cloud,” said Congressman and former Chairman of the 
House Intelligence Committee Pete Hoekstra, who joined 
CertainSafe’s advisory board earlier this year.

CertainSafe provides aide in this area with its’ PCI Level 
1 DSS CERTIFIED standing. Moreover, CertainSafe’s® ser-
vice not only MicroTokenizes® data, its MicroEncryption® 
system scatters the encrypted bits across multiple serv-
ers/hard drives. In the unlikely event a hacker breached 
any portion of the encryption on a single hard drive, the 
perpetrator would get nothing but bits and pieces, which 
would be useless without the other parts of the file/record, 
thwarting their efforts to gain a single complete piece of 
sensitive information.  

“If Sony and the almost daily victims of cyber-sieges had 
been using CertainSafe, these data breaches most likely 
would not be happening,” said Hoekstra. “Why waste re-
sources on costly forensic investigations into who is behind 
these attacks, when technology exists to prevent them in 
the first place?” 

“The rash of data breaches and hacks at companies like 
Target, Sony and others has delivered a wake-up call and 
exposed how vulnerable any individual, business or govern-
ment installation are to losing control of highly sensitive 
internal information,” said Richard Marshall, Former Direc-
tor of Global Cyber Security Management, National Cyber 

THE IMPORTANCE OF  
ENCRYPTION AND DATA 
SECURITY PROCESSES
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CLICK HERE!
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https://www.youtube.com/watch?v=TukvOQ7829s&feature=youtu.be
https://www.youtube.com/watch?v=gkUMVWV0E3U
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ance and training of employees. The organization also sug-
gests that if a breach is detected, businesses need to have 
procedures in place to inform customers and law enforce-
ment. Not only are these practices important, they are, in 
many cases, required by law. 

There is no question that the security of data in transition is 
highly critical. That doesn’t mean, however, that it is okay to 
be more relaxed about data that is at rest. If we’ve learned 
anything from the recent Sony Pictures cyber-breach, it is 
that data sitting on your servers is not safe if you do not take 
the correct precautions. Consider, for a moment, what ex-
actly happened to Sony. According to various news articles, 
on Nov. 24, hackers gained access to 40 gigabytes of data 
contained on Sony’s servers. This data included social secu-
rity numbers of employees, private emails, employee eval-
uations, private passwords, medical records, movie scripts, 
copies of movies and trade secrets. Notably, the data was not 
in transmission, it was sitting on Sony’s servers and thought 
to be secure. According to the Huffington Post, the hack was 
so extensive that Sony’s gym was forced to shut down. Not 
only was the information stolen, it was released to the world-
wide public.

It is a horrifying tale that should make any company, espe-
cially those dealing with NPI, stand to attention. The Sony 
hack is evidence that data at rest may not be as secure as 
you might think and prevention is absolutely key. Another 
thing we’ve learned from the Sony hack is that once infor-
mation is stolen and released, cleanup is nearly impossible. 
When information makes its way into the ether that is the 
World Wide Web, it is virtually impossible for a company to 
control how the information is accessed or shared. Proac-
tive steps to secure data is essential to avoid these types 
of situations. 

When it comes to data security in a business, you need to 
take into account the ways your server can be breached. Em-
ployee computers that are connected to the internet are a 
route that hackers can use in order to get to the information 
on your server. Any computer distributor, antivirus software 

company or other data security company will tell you that 
there are some critical steps that everyone needs to take 
to keep their personal/business computers secure. These 
steps include: purchasing up-to-date antivirus software, us-
ing a firewall, encrypting confidential data, updating your 
operating system and various programs. In addition, you 
should avoid opening suspicious email or accessing unse-
cure websites. Malware can come from a variety of places 
including emails (and email attachments), websites and 
even Facebook. 

In addition, the malware does not have to be sophisticat-
ed to break into your server and steal your information. In 
fact, according to an article on www.arstechnica.com, the 
malware used to hack into Sony was riddled with bugs. Ars 
Technica indicated that Cisco’s Talos Security Intelligence 
and Research Group analyzed the malware and said it was a 
simplistic, crude code of very low quality. Even so, the mal-
ware did serious damage.  

So, then, what can you do to safeguard your data? The first 
step could simply be assessing your company’s risk. What 
data do you have? How is it stored? How can the data be 
accessed? Who has the ability to access it? Answering these 
types of questions can start you on the right course to secur-
ing your data. Remember, if a computer is connected to the 
internet, there is a risk it can be hacked. No one wants to 
think it could happen to them, but it is better to be prepared 
and meet the problem head-on. Once you take into account 
the data that you have and the possible risk, you can draft 
and implement security procedures. It is important to ensure 
that employees know, understand and adhere to the rules. 
Just one employee computer with a virus could infect your 
entire system.

Thus, it is important, as ALTA says, to have a security pro-
gram in place to keep data in transmission secure. However, 
it is also crucial to keep data at rest secure as well. Malware 
can steal your information and transmit it to others. Once 
it’s out there, you can’t go back in time and secure the data, 
no matter how much you may want to. It is important to stay 
one step ahead of cyber criminals and safeguard your infor-
mation now.

Security Division, Department of Homeland Security, who 
recently joined CertainSafe’s advisory board.  

“Cybercriminals are working around the clock to develop 
and unleash new threats faster than companies can react 
to them.” said Steven Russo, Executive Vice President of 
Secure Cloud Systems, parent company to Certainsafe. 
“Once intruders are in, they have access to virtually all of 
your data and records. This is the dark side of the Internet, 
but it does not have to be that way. It has been repeatedly 
proven that ‘bulk encryption’ is not secure enough.” 

CertainSafe’s advantage comes from its proprietary Mi-
croTokenization technology that uses MicroEncryption 

to encrypt each file individually down to the byte level, 
which sets it apart from all known available competing file 
sharing and data based cyber-protection platforms. Cer-
tainSafe’s technology and servers are maintained in-house 
and not outsourced. This practice ensures unparalleled 
levels of security and reliability - and all but prevents the 
threat of a mass data breach, by making it mathematically 
improbable if not impossible to accomplish. CertainSafe 
can secure any data type, including simple text, docu-
ments, and even top‐secret files. It is the only file sharing 
service to offer PCI Level 1 DSS Certified data storage.
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