
Perfect resumes don’t necessarily 
mean perfect candidates. To assist 
with the hiring process, background 
checks can help inform employers 
about a candidate’s prior employ-
ment, educational or driving history, 
whether a candidate has criminal 
record or appears on a sex offender 
registry and more.  The Fair Credit 
Reporting Act (FCRA) governs the 
handling and delivery of these ser-
vices and the information obtained 
from these records. Employers and 
credit reporting agencies (CRA) like 

First Advantage must abide by the 
rules under the FCRA when process-
ing a background check. 

WHAT IS THE FCRA?

The FCRA outlines the process, 
distribution and use of background 
checks. More specifically, this feder-
al law regulates how CRAs like First 
Advantage manage a candidate’s  
information.

To protect the privacy of a candi-
date’s reports, the FCRA requires 
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In a recent survey*, we 
learned how RynohLive 
made a difference in our 
clients business:

1. Prevented Check Fraud: 32%
2. Prevented ACH Fraud: 16%
3. Indentified Emoployee Errors: 66%
4. Identified Disbursing Errors: 65%
5. Identified Bank Erors: 72%
6. Identified Returned Wires: 43%
7. SAVED ME TIME AND WORRY: 92%

*A RynohLive survey was conducted between 
2/9/15 and 2/20/15 and collected 194 
survey responses. The full survey will be 
published in the next issue of LOCKDOWN
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that the employer obtain written consent from the can-
didate to process the background check. If specific infor-
mation contained in a background check is the reason for 
your business to not hire an individual (or terminate an 
existing employee), then the FCRA requires your company 
to take what is called an adverse action.  Adverse action 
refers to an official legal process that an employer is re-
quired to follow to let a job candidate or employee know 
that they are not eligible to work for their company due to 
information found in their background check. 

Before declining to hire a job applicant, reassigning or 
terminating an employee, or denying a promotion, employ-
ers must provide the candidate with a pre-adverse action 
notice and a copy of the consumer report upon which the 
decision was based. This gives the candidate an opportu-
nity to dispute and correct any inaccurate information in 
the report.  In addition, employers are required to provide 
a summary of rights the candidate has under the FCRA.  

The employer should allow a reasonable amount of time for 
the candidate to respond to this pre-adverse notification be-
fore final determination is made or adverse action is taken. 
There is an FTC opinion letter that deems 5 days as rea-
sonable, but it will depend upon the particular facts and 
circumstances and whether the candidate has a reasonable 
opportunity to dispute any information that may be incorrect. 

If the candidate does not dispute the information after a 
reasonable period of time or if the information is correct, 
the employer may then take an adverse action (such as 
not employing the candidate) by providing the following in 
writing, orally or electronically:  1) the name and address 
of the consumer reporting company with a statement that 
the adverse action is based on information contained in 
the background report; 2) The employer must also provide 
a statement that the company supplying the report did not 
make the decision and cannot give specific reasons for 

the adverse action; and 3) The employer needs to include 
a notice of the applicant or employee’s right to dispute 
information in the report. The notice should state that the 
applicant or employee has the right to obtain another free 
copy of their background report within 60 days.

The scope of what can be reported by a CRA, in the back-
ground or consumer reports, is also limited by the FCRA 
and state laws.  For example, non-conviction information 
over 7 years old from the date of the entry of that infor-
mation cannot be reported under the FCRA.   There are 
variations depending upon applicable state laws as well 
depending on the residency of the candidate and/or the 
location of the employer.  A CRA should be aware of these 
laws and restrictions and should be able to provide best 
practice guidance for its clients in this regard.

WHY IS THE FCRA IMPORTANT?

Processing a background check requires both employers 
and CRAs to take responsibility for candidate privacy and 
to understand the rules and regulations under the FCRA.  
If a CRA, or an employer using a CRA for its background 
checks, violates the FCRA, the candidate has the right to 
take legal action under that Act.  

HOW BACKGROUND DIRECT FROM FIRST  
ADVANTAGE CAN HELP

Screening a candidate as a potential new employee is an 
essential part of your comprehensive hiring process. By 
evaluating your candidate’s credentials, you are taking an 
important step towards protecting your business interests, 
trade secrets, brand and reputation, and ensuring the reli-
ability of your workforce.

To assist busy employers with their background screening, 
First Advantage has introduced the Background Direct™ 
solution.  Background Direct is a comprehensive employ-
ment screening system in a simple-to-use tool designed 
specifically to meet the hiring needs of smaller companies.  
Our web-based solution offers an easy and affordable way 
to check potential employees’ backgrounds, supporting a 
more informed hiring decision.

Delivered via a user-friendly online tool, Background Di-
rect gives small businesses:

• Confidence that screening practices meet the legal and 
compliance requirements of the Fair Credit Reporting 
Act (FCRA).

Continued on next page
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• Simple packages of reports that include the most re-
quested and useful screening searches

• Customizable background search packages that best 
meet your business needs

• Flexibility to pay for as many or as few candidate screens 
as needed, with a pay-as-you-go payment structure, en-
suring the solution can scale up or down according to 
your hiring needs. 

To learn more about Background Direct and background 
checks, visit these pages:

• Background Direct

Website: www.backgrounddirect.com/partner

Phone: 1.844.246.6763 

Email:  sales.backgrounddirect@fadv.com

• Federal Trade Commission’s Compliance standards for 
Pre-employment Background Screening 

http://business.ftc.gov/documents/bus08-using-con-
sumer-reports-what-employers-need-know 

• Federal Trade Commission’s Consumer Information page 
on Employment Background Checks

http://www.consumer.ftc.gov/articles/0157-employ-
ment-background-checks

• Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq

http://www.consumer.ftc.gov/sites/default/files/articles/
pdf/pdf-0111-fair-credit-reporting-act.pdf

ABOUT FIRST ADVANTAGE

As the trusted partner of over 45,000 organizations world-

wide, we at First Advantage provide easy-to-understand 

background screening results so you can confidently make 

decisions about prospective employees, vendors and rent-

ers. Not only does this safeguard your brand, but you also 

arrive at dramatically better background insights – in-

sights you can rely on.

This article is not intended to provide all of the informa-
tion and requirements to comply with the FCRA and other 
applicable laws. First Advantage does not offer legal ad-
vice, and recommends that have legal counsel review your 
proposed screening processes to consider and ensure that 
you are complying with federal, state, and local law.

1. NELP.org

2. GlobalRetailTheftBarometer.com, 2014

3. National Survey on Drug Use and Health, 2010

KNOW WHO YOU ARE HIRING

70+ million  
US citizens 

have a criminal 
history

$18.01 billion 
was lost to 

employee theft 
in 2013

66% of illicit  
drug users are 

employed either 
full or part time
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The Ponemon Institute, LLC recently released a study re-
garding cybercrime in the United States. The report, titled 
“2014 Cost of Cyber Crime: United States,” looked at a 
sample of 59 U.S.-based organizations, and found that 
the mean annual cost for those organizations in regard to 
cybercrime was $12.7 million last year. Moreover, those 
in the financial services industries are more likely to fall 
victim to cybercrime and therefore incur higher costs than 
companies in other industries. 

Here is a breakdown of the report’s findings and what this 
information could mean for you.

It is not surprising that the report shows that the longer 
it takes to resolve a cyber attack, the more it costs. The 
report indicates that, on average, it took the participating 
companies 45 days to resolve an attack. During the 45-
day period, the companies sustained an average cost of 
$1,593,627. Those costs have risen 33 percent from the 
previous year’s estimated average costs, which means that 
the price of cyber attacks has increased significantly in 
just one year. 

Immediate, internal monetary harm is not the only con-
cern when it comes to cybercrime. There is also the loss 
of private information. In fact, the report indicates that 
“Information theft continues to represent the highest ex-
ternal cost, followed by costs associated with business 
disruption.” According to the report, 40 percent of exter-
nal costs to organizations that are victims of cybercrime 
is due to information theft. Loss of productivity accounts 
for 38 percent of external costs. Internal, rather than ex-
ternal, monetary harm tends to come from detection and 
recovery from the attack.  

The report also found that the type of attack had an effect 
on the cost to the organization. For example organizations 
experienced higher costs for cyber attacks that were re-
lated to malicious code, web-based attacks and phishing. 
A smaller proportion of cybercrime costs were associated 
with stolen devices, viruses and malicious conduct within 
the company. 

What can you do to help mitigate pecuniary loss?

According to Ponemon, the use of security intelligence 
systems moderates the cost of cybercrime. “Findings sug-
gest companies using security intelligence technologies 
were more efficient in detecting and containing cyber at-
tacks,” the report indicated. Companies who used these 
types of systems had a cost savings of $5.3 million as 
compared to companies who did not. 

One issue with cybercrime is that it is not easy to detect. It 
takes time to discover an attack, and the attack could con-
tinue, under the surface, even after a company believes 
it has been resolved. Therefore, taking steps to mitigate 
risks is certainly advisable. The better security protocol a 
company has, the more likely the company will incur lower 
cyber attack costs. The results from the report indicate 
that it is significantly more cost effective to spend funds 
on security before an attack occurs, rather than spending 
money after an attack to resolve the issue. 

Cyber attacks could be happening more often then you 
realize. According to the report, the number of discernible 
cyber attacks to the 59 participating companies was 138 
per week. This means that there were likely 2.34 success-
ful attacks per organization each week. Those are scary 
numbers, and unfortunately, cybercrime affects all types 
of industries and companies. Although some industries 
are more likely to incur cyber attacks, it can happen to any 
company at any time. Moreover, cyber attacks can happen 
no matter the company size. Thus, being a small company 
does not mean that cybercrime can’t happen to you.  

Though the report’s findings may sound dismal, there good 
indications that companies can mitigate risks by being 
proactive. It is important to keep abreast of new threats 
and ensure that your company has sufficient security pro-
tocols in place to ensure that your clients’ funds and in-
formation is secure.

THE PRICE OF CYBER THEFT 


